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Quick-Start instructions for this product are caméa in publication 05-6398A01.

Visit our website for downloadable copies of alcdmentation atvww.gemds.com

IMPORTANT

% This manual describes the details, installationfigaration and operation of the
MDS™ Master Station. It does not cover the desioripbr configuration of features and
settings common to the MDS Orbit family of produdétsr full information on config-
uring the parts of the system that are not direellgted to SD networking or the
MDS™ Master Station, please referenceNi2S Orbit MCR Technical Manual
(p/n: 05-6632A01) The MDS™ Master Station manual is designed tadsel in paral-
lel with the MCR Technical Manual, and as such de€d cover information already
described in that manual.

NOTE
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Copyright Notice

This Technical Manual and all software describectineare protected by copyright: 2015 GE
MDS. All rights reserved.

GE MDS reserves its right to correct any errors amassions in this publication.

Safety words and definitions
The following symbols used in this document indéctite following conditions:

/N DANGER Indicates a hazardous situation which, if not agdidwill result in death or

serious injury.

Indicates a hazardous situation which, if not agdictould result in death
AWARNING or serious injury.

ACAUT“)N Indicates a hazardous situation which, if not agdictould result in minor
or moderate injury.

NOTICE Indicates practices not related to personal injury.

% Indicates general information and practices, iniclgaperational infor-
mation and practices that are not related to patsojury.

NOTE

Installation & Servicing Precautions

AWARN'NG T_he_ unit is provided for professione_ll installatiomly, and utilizes a spe-

cialized antenna connector to restrict the typeandénna connections that
may be made. The integrator of this device is rasjte for compliance with all applicable lim-
its on radiated RF power, and the RF power outpayt need to be adjusted to maintain compli-
ance, depending on the gain of the antenna system.

All power supply main connections and disconnediomust be made by a qualified electrical
installer.

When servicing energized equipment, be sure to esgairopriate Personal Protective Equipment
(PPE). During internal service, situations couldawhere objects accidentally contact or short
circuit components and the appropriate PPE wouddiake or decrease the severity of potential
injury. When servicing radios, all workplace redidas and other applicable standards for live
electrical work should be followed to ensure pesdcafety.

Operational Safety Notices

The radio equipment described in this guide uséi® faequency transmitters.
Although the power level is low, the concentratadrgy from a directional an-
{’{i_-,ﬂ tenna may pose a health hazard. Do not allow pegogleme in close proximity
R N to the front of the antenna when the transmittepisrating. More information
on RF exposure can be found online at the followwedsite:
www.fcc.gov/oet/info/documents/bulletins

This manual is intended to guide a professiondalles to install, operate, and perform basic
system maintenance on the described radio.

RF Exposure

MDS 05-6399A01, Rev. E MDS™ Master Station 5
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ACAUTION

The RF safety distance is calculated based on@actuct type’s highest output power
configuration with no duplexer, redundant switchiagcable losses.

Table 1-1 Antenna Gain vs. Minimum RF Safety Distan ce

Antenna Gain

0-5 dBi 5-10 dBi 10-16.5 dBi
Safety Distance
SDMA4 variant - ECC 1.09 meters 1.95 meters | 4.11 meters
Safety Distance
SDMA4 variant — IC 1.43 meters 2.54 meters | 5.37 meters
Safety Distance
SDMO9 variant — FCC 0.99 meters 1.76 meters | 3.73 meters
Safety Distance
SDMO variant - IC 1.29 meters 2.30 meters | 4.87 meters
Safety Distance Consult factory prior to operation.
(other models):

Not all frequency models available. Consult factimyavailable models.

Antennas with gain greater than 16dBi have not lzeghorized for use with the EUT; and (b)
installation of the EUT into portable applicatiomgh respect to RF compliance will require
SAR testing and Regulatory approval.

CSA Notice
Units (Both AC and DC supply versions) are permégemonnected to
ACAUTION Protective Earth, via ground stud on the unit esuale back, where the final
installation is subject to acceptance of CSA Iraéiomal or the local inspection authority having
jurisdiction.
Conditions of Acceptability:
1. The equipment shall be installed indoors in a i&stt access location.

2. Installation of the equipment and its modules sbaltonducted by
trained personnel in accordance with the electaode.

3. This equipment is movable, Class | (earthed), pdin{g Type A, using
detachable power cords, intended for use on TNIgpdwer system
for the AC power option.

4. The DC power option shall be connected to an aggar@ower source
with adequate protection, isolated from the mainsdinforced insu-
lation.

6 MDS™ Master Station MDS 05-6399A01, Rev. E
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This product was certified for use on a 20A braaictuit for the AC
power option.

6. The AC socket outlet shall be installed near theggent and shall be
easily accessible.

7. The power supply cord must be disconnected fronagipdiance inlet
before removing any power supply from the chassis.

AWARNING CAUTION: THIS UNIT HAS MORE THAN ONE POWER SUPPLY
CORD. DISCONNECT THE TWO POWER SUPPLY CORDS BE-
FORE SERVICING TO AVOID ELECTRIC SHOCK

9. The equipment chassis shall be permanently groutidedh a size six
screw and a star toothed washer.

10.The interior of the equipment is not for operator acess.

FCC Part 15 Notice

This Equipment has been tested and found to cowmiiythe limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These liangsdesigned to provide reasonable protection
against harmful interference when the equipmeaperated in a commercial environment. This
equipment generates, uses, and can radiate radjoeincy energy and, if not installed and used
in accordance with the instruction manual, may edwamful interference to radio communica-
tions. Operation of this equipment in a resideraral is likely to cause harmful interference in
which case users will be required to correct therfarence at their own expense.

o

o

This device complies with Part 15 of the FCC Ru@geration is subject to the following two
conditions: (1) this device may not cause harmfitdrference, and (2) this device must accept
any interference received; including interfererta tnay cause undesired operation.

Warning: Changes or modifications not expressly approvethbynanufacturer could void the
user’s authority to operate the equipment

Canada, IC ERP Limits

IC SRSP-501, 6.3.2. Limits the ERP to 125W for dixmint-to-point operation. For IC use, the
antenna gain and Transmit power must be set to the&RP limit of 125W. This can be ac-
complished by using the appropriate at antennaigaombination with the RF power settings

Environmental Information

. The equipment that you purchased has requiredxtin@ction and use of natural resources
17/ for its production. Improper disposal may contartertae environment and present a

~" health risk due to hazardous substances contaiitethwTo avoid dissemination of these
substances into our environment, and to diminishdémand on natural resources, we encourage
you to use the appropriate recycling systems fepaBal. These systems will reuse or recycle
most of the materials found in this equipment soand way. Please contact GE MDS or your
supplier for more information on the proper dispagdhis equipment.

MDS 05-6399A01, Rev. E MDS™ Master Station 7



Digital Energy
MDS

ISO 9001 Registration

GE MDS adheres to this internationally-acceptedityusystem standard.

Quality Policy Statement
We, the employees of GE MDS, are committed to awigetotal customer satisfaction in eve-
rything we do.
Total Customer Satisfaction in:
« Conception, design, manufacture, and marketingiopooducts.

 Services and support we provide to our internaletdrnal customers.
Total Customer Satisfaction Achieved Through:

 Processes that are well documented and minimizaticars.

« Partnering with suppliers who are committed to ptmg quality and service.

« Measuring our performance against customer expecsaand industry leaders.
« Commitment to continuous improvement and emploggelvement.

Revision Notice

While every reasonable effort has been made torertsa accuracy of this manual, product im-
provements may result in minor differences betwlermanual and the product shipped to you.
If you have additional questions or need an exaetiéication for a product, please contact our
Customer Service Team using the information abtek of this guide. In addition, manual up-
dates can often be found on our Web site\atv.gemds.com

ESD Notice

To prevent malfunction or damage to this radio,chhinay be caused by Electrostatic Discharge
(ESD), the radio should be properly grounded byneation to the ground stud on the rear panel.
In addition, the installer or operator should fallproper ESD precautions, such as touching a
grounded bare metal object to dissipate body chami@ to connecting and disconnecting ca-
bles on the front or rear panels.

Open Source License Declaration

Orbit MCR products include Open Source Softwaredésis governed by the corresponding
licenses which are listed on the GE MDS IndusiNaieless website, under Orbit MCHft-
war e/Firmware Downloads, Support Items and downloadcense-declaration.txt .

Upon request, in accordance with certain softwaente terms, GE will make available a copy
of Open Source code contained in this product. Tbée is provided to you on an “as is” basis,
and GE makes no representations or warrantiebiéouge of this code by you independent of
any GE provided software or services. For morermétion, contact
gemds.techsupport@ge.com

8 MDS™ Master Station MDS 05-6399A01, Rev. E
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1.0 INTRODUCTION

The MDS™ Master Station is an advanced, flexib&fptm designed for the demanding re-
guirements of today’s industrial wireless netwolksepresents the latest development in a line
of MDS products that set the standards for wirepesformance today. The Master Station
builds on this legacy with several innovative feas] including a single compact chassis (2 RU),
100% duty cycle operation (no cooling fans reqyiré@nt panel access to all modules, and
drop-in compatibility with earlier MDS x790/x710dia systems.

As the central station in a wireless network, thesidr Station provides uncompromised perfor-
mance and reliability in mission-critical applicats. It offers redundant protection of key mod-
ules, automatic switchover in the event of a fautt] an external battery backup option for con-
tinued operation through temporary power losses. Naster Station mounts conveniently in a

19-inch rack cabinet, or may be used in shelf/tableonfigurations.

Figure 1-1. MDS™ Master Station

The Master Station can be configured for a varddtyervice applications, including
Point-to-Multipoint SCADA, Point-to-Point links, badband, and Cellular connectivity, de-
pending on the modules installed and active irctiessis.

In FCC part 90 SCADA service, the radio can funtés a Master, Repeater, or Remote and is
capable of full duplex operation. Internal duplegptions are available, configured for use with
or without an external notch filter. Provisions tmmnection to an external duplexer are also
provided. The Master Station is fully compatiblehnwDS PulseNET management software,
which provides local or remote diagnosis and hea&ltiorting.

1.1 Organization of Manual

This manual is intended for use by systems engsneetwork administrators, and others re-
sponsible for the planning, installation, commiggng, use, and troubleshooting of the wireless
system. The manual begins with an overall desomnptif product features, and is followed by
the steps required to install the unit and pla@etd@ normal operation.

Following the installation procedures, sectionsdeeoted to particular modules that may be in-
stalled in the chassis, including configuratiortings for each of these units. Additionally, trou-
bleshooting tips for resolving system difficultise offered, as well as a technical reference sec-
tion with data on wiring, specifications, and sppagts that may be ordered for the unit.

MDS 05-6399A01, Rev. E MDS™ Master Station 9
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When installation and setup of the radio is congylétis recommended that this guide be kept
available for future reference at the installatstte. Updated manuals, firmware, and other sup-
port documents may be obtained at any time froma@lsite www.gemds.com

Related Publications

In addition to this manual, a companiSstup Guide is available for the MDS™ Master Station,
Part No. 05-6398A01. The Setup Guide is focusetheressential steps for installation and
startup of the unit, and is designed to be usel this Technical Manual.

The MDS™ Master Station Setup Guide, Part No. 0336®1
contains basic installation and startup instrudifar the product.

All GE MDS user manuals and updates are availaflie®at
www.gemds.com

The MDS™ Master Station is built on the Orbit pdawh. For ref-

erence information on advanced networking feataveslable on
the local LAN Interface, refer to ttdDS Orbit MCR Technical Manual (05-6632A01) Note
that not all features are supported by the Madtgid® or the SD Radio Module. Wireless net-
working capabilities are limited by the narrowbatdnnel and the capabilities of the remote
radio.

10 MDS™ Master Station MDS 05-6399A01, Rev. E
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KEY PRODUCT FEATURES

As a licensed, long range IP/Ethernet and seriangonications device, the Master Station ex-
ceeds industry standards for reliability and perf@nce in wireless networks. Listed below are
several key features and benefits of the product these are available with the appropriate
modules installed and configured in the chassis.

k4

NOTE

Drop-in replacement for earlier MDS x790 MastertiStes, including support for all
modem types

Backward compatibility with all legacy MDS x710 & remote transceivers (A and B
modems)

May be operated as a Master Station, repeateenoote radio
Supports use of MDS™ PulseNET Network Managemefiiv@oe

Software-configurable via a built-in web-based dewnanager—no manual adjustments
required

Firmware-upgradeable for future improvements amgtionality enhancements
Available encryption of payload data (AES 128-liy, networks using all-SD radios
Dual serial functionality (RS-232 and RS-485)

Licensed 10-watt radio design ensures minimum Ssnatthe duplexer output, and
maximizes communications range with low interfeeernisk from other users

RF power adjustable; 1-10 watts at output of radia (before relay & duplexer)
Unit is configurable via software, locally or reraot

Media Access Control (MAC) to prevent data colli@avhen two or more radios attempt
to use the radio channel at the same time

Supports a wide variety of modem speeds and barldsvidr regulatory compliance in
virtually all regions of the worl¢(future availability)

Some features may not be available on all unitsedeing on the options purchased and
regulatory constraints for the region in which thdio will operate.

Figure 2-1 Compatible Remotes
The Master Station works with legacy MDS x710 (left), and newer MDS SD Transceivers.

MDS 05-6399A01, Rev. E MDS™ Master Station 11
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2.1 Accessories and Spare ltems

The following table lists common accessories aratesgiems for use with the Master Station.
GE MDS also offers aAccessories Selection Guide listing an array of additional items available
for use with the product. Contact your factory esgntative or visit www.gemds.com to obtain a

copy of the guide.

Table 2-1. Accessories and Spares

Item Description Part Number
Three-conductor DC Mates with power connector on the front of the unit's DC power supply 73-1194A22
power plug module. Screw terminals are provided for wires, and threaded locking
screws to prevent accidental disconnect.
Setup Guide Brief document describing the installation and setup of the unit. One copy  05-6398A01
(for installation & basic ~ normally supplied with each unit. Additional PDF copies available (no
startup) charge) from www.gemds.com.
COM Port Adapter Converts the unit's RJ-45 serial jack to a DB-9F type. 73-2434A25
Mini USB 2.0 Cable, 3 USB Type A (M) to mini-USB Type B (M) cable to provide console access  97-6694A05
ft./0.91 meter length through the radio’s mini USB connector.
Lightning Protectors Polyphaser Surge Protector, 1IS-50NX-C2, DC blocked, 125 MHz to 1000 97-1680A01
MHz, N-female connectors, surface (flange) mount
Polyphaser Surge Protector, IS-B50LN-C2, DC blocked, 125 MHz to 1000 97-1680A05
MHz, N-female connectors, bulkhead mount
Cavity Filter Kit Removes or attenuates interfering 900 MHz signals from the receiver 03-3621Axx
input. Might be necessary in areas with high powered stations nearby,
such as paging transmitters. Requires tuning to a particular frequency.
Available for use with an internal or external duplexer.
Alarm & Audio Cable Cable connects to 6847/6848 Alarm/Relay Modules to provide access to 03-6940A01
four wire audio, push to talk, analog RSSI, and Major/Minor alarm dry
contacts
External Battery Kit 2U rack mounted UPS battery backup. Connects to 03-6755A02 AC
power module.
UPS, 120V, 1.5kVA, 900W, 2U — UL/CSA for North America 97-4444A01
UPS, 230V, 1.5kVA, 900W, 2U — CE Marked for Europe 97-4444A02
100-220 AC Power 100-220 VAC, 50/60 Hz. 120W Max AC Power Supply Module. Spare 03-6755A02
Supply Module power supply can be used in either of two power supply slots of the
MDS™ Master Station.
+/- 12-36 VDC Power +/- 12-36 VDC. 10 A Max. DC Power Supply Module. Spare power supply  03-6843A01
Supply Module can be used in either of two power supply slots of the MDS™ Master
Station.
+/- 36-75 VDC Power +/- 36-75 VDC. 3.5 A Max DC Power Supply Module. Spare power supply  03-6844A01
Supply Module can be used in either of two power supply slots of the MDS™ Master
Station.
+/- 75-140 VDC Power  +/- 75-140 VDC. 2 A Max DC Power Supply Module. Spare power supply = 03-6845A01

Supply Module

can be used in either of two power supply slots of the MDS™ Master
Station.

Platform Manager
Module

Provides management and data interface functions.

03-6834A01A
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Table 2-1. Accessories and Spares
Item Description Part Number
SDM9 Module 9C-band full duplex radio: 928-960MHz FCC Part 24, 101 03-6846A01-9C
9K-band full duplex radio: TX 928-960MHz / RX 880-915MHz FCC Part 24, 03-6846A01-9K
101, 90
SDM4 Module B-band full duplex radio: 400-450MHz Fcc Part 22, 90, CE 03-6846A01-4B
C-band full duplex radio: 450-512MHz Fcc Part 22, 90, CE 03-6846A01-4C
Redundant Active radio relay and alarm/audio interface. 03-6847A01
Alarm/Relay Module
Non-Redundant Alarm  Non-redundant—alarm and audio interface. 03-6848A01

Module

Duplexers for 9C-Band
Radios

Spare duplexer in tray wired for MDS™ Master Station.

9 MHz (932.0-932.5) / (941.0-941.5), COMBINED OUT

24 MHz (928.0-929.0) / (952.0-953.0), COMBINED OUT

31 MHz (928.0-929.0) / (959.0-960.0), COMBINED OUT

9 MHz (932.0-932.5) / (941.0-941.5), RX OUT, RX IN, COMBINED OUT
24 MHz (928.0-929.0) / (952.0-953.0), RX OUT, RX IN, COMBINED OUT
31 MHz (928.0-929.0) / (959.0-960.0), RX OUT, RX IN, COMBINED OUT

03-6837D9B1
03-6837D9C1
03-6837D9D1
03-6837D9B3
03-6837D9C3
03-6837D9D3

Duplexers for 9K-Band
Radios

Spare duplexer in tray wired for MDS Master Station.
39 MHz (896.0 - 898.0) /(935.0 -937.0) COMBINED OUT
39 MHz (896.0 - 898.0) /(935.0 -937.0) RX OUT, RX IN, COMBINED OUT

03-6837D9E1
03-6837D9E3

Duplexers for SDM4 Spare duplexer in tray wired for MDS Master Station.

Radios 5-10 MHz Split (350 - 512MHz) COMBINED OUT 03-6837D411
5-10 MHz Split (350 - 512MHz) RX OUT, RX IN, COMBINED OUT 03-6837D413

Front Cable Non-Redundant Radio to Duplexer: SMA MALE TO SMB FEMALE 03-4528A07

Replacements Redundant Relay to Duplexer: SMA MALE TO SMB FEMALE 03-4528A07
Redundant Radio to Relay: SMB FEMALE TO SMB FEMALE 03-4528A08

MDS 05-6399A01, Rev. E
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2.2 Technical Specifications

The following are the key operating specificatidmsthe SD Master Station 900MHz and
400MHz variants. Items are separated into TranEiXj and Receive (RX) categories. Ongoing
product improvements may result in specificatioarges, and GE MDS reserves the right to
make such changes without obligation to any p&tyuld you require an exact specification for
the build of your unit, please contact the factmryadditional assistance.

Table 2-2. 900MHz Master Station Technical Specific ations

Transmit (TX) Parameter

Specification

Frequency Range

928-960 MHz (SDM9C, SDM9K)"

Frequency Stability

<0.5 ppm, -30°C to +60°C

TX Power Out

+40.25 dBm +/-0.85dB at radio card for -30°C to +60° C*
+37 dBm +1.85/-0.85 dB at back of chassis -30°C to +60°C*

TX Frequency Response

+/- 1.0 dB from 100 Hz to 2.5 kHz

FCC Part 24D

Agency Approvals FCC Part 101C
IC RSS 119
Load VSWR 10:1 Max, All angles, No damage

Power Consumption

<80W for all DC and AC versions, 100% TX Duty Cycle

Receive (RX) Parameter

Specification

Frequency Range

928-960 MHz (SDM9C), 880-915 MHz (SDM9IK)

RX Intermodulation

>60 dB

RX Adjacent Channel

>60 dB

RX Spurious and Image

>60 dB when operating with integrated bandpass duplexer

RX Baseband Amplitude

225 < Audio Level <275 mV RMS, -50 dBm @ 1 kHz

RSSI Accuracy

+/-3 dB for RSSI -110 to -70 dBm

RX High RF Input Level

10 dBm, no damage

RX Baseband Frequency Response

+/- 1.0 dB from 100 Hz to 2.5 kHz

Power Consumption

<30W for all DC and AC versions, transmitter disabled

Noise Figure

<6 dB

Blocking

>60 dB

Operating Range

-30°C to +60°C

! Additional frequency bands under development
2.30°C to +50°C when operating continuously keyed (CKEY)

MDS™ Master Station
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Table 2-3. 400MHz Master Station Technical Specific ations

Transmit (TX) Parameter

Specification

Frequency Range

400-450 MHz (SDM4B) 450-512MHz (SDM4C)*

Frequency Stability

<0.5 ppm, -30C to +60C

TX Power Out

+41.1 dBm maximum at radio card for-30 to +60C>

TX Frequency Response

+/- 1.0 dB from 100 Hz to 2.5 kHz

FCC Part 22
Agency Approvals FCC Part 90
IC RSS-119
Load VSWR 10:1 Max, All angles, No damage

Power Consumption

<80W for all DC and AC versions, 100% TX Duty Cycle

Receive (RX) Parameter Specification

Frequency Range 400-450 MHz (SDM4B) 450-512MHz (SDM4C)
RX Intermodulation >60 dB

RX Adjacent Channel >60 dB

RX Spurious and Image >60 dB

RX Baseband Amplitude

225 < Audio Level <275 mV RMS, -50 dBm @ 1 kHz

RSSI Accuracy

+/-3 dB for RSSI -110 to -70 dBm

RX High RF Input Level

10 dBm, no damage

RX Baseband Frequency Response

+/- 1.0 dB from 100 Hz to 2.5 kHz

Power Consumption

<30W for all DC and AC versions, transmitter disabled

Noise Figure

<6 dB

Blocking

>60 dB

Operating Range

-30°C to +60°C

! Additional frequency bands under development

2.30°C to +50°C when operating continuously keyed (CKEY)

2.3 FCC Emission Designators: How to Find Them

An FCC emission designator is a seven-charactegdtiat represents the bandwidth, modula-
tion, and other characteristics of a transmittefioraignal. This information is required when
applying for an FCC license. The designator assigog/our equipment depends on the particu-
lar sub-model of the product line you are licensingsome cases, multiple designators are used
to cover product variants such as base stationgtes, indoor/outdoor units, frequency band,
etc. An updated and official list of emission desitprs is maintained on the FCC’s website at
the following link: https://apps.fcc.gov/oetcf/eas/reports/Generic Pecia

Once the site has been reached, proceed as fdlbosetermine your designator:

1. At the top of form in the box labeled Grantee Casglgeresm. This is the code for GE MDS
products.

2. At the bottom of the form in the box labels@w x Records at a Time , enter a sufficiently large
number {.e., 300) to display all GE MDS records on file. Press Ente
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3. Once the list appears, it can be searched to Itlcatparticular model you are seeking
information on. To the left of each entry, theraidocument icon. Click the icon to display
the equipment authorization report.

4. Scroll down to the section labeleglipment Specifications  t0o locate the appropriate emission
designator. If additional assistance is requiresitact GE MDS using the information given
at the end of this manual.

2.4 Front Panel

All access to Master Station modules is made frioenfiont of the unit after removing the pro-
tective cover. To remove the cover, simply gragpdides and pull out with a slight rocking mo-
tion. Tether strips on the ends of the cover aslable to keep it linked to the chassis when it
has been removed from its installed position. Etlears allow the cover to rest just below the
front panel during service work.

Platform Manager
Supply 1 (DC) Radio A
sUPP'Y 2 (AC) Radlo B
/— AIarrnfRelay/_ Duplexer

Figure 2-2. MDS™ Master Station, Front Panel Connec tions & Indicators
(Representative arrangement; Module types vary based on product configuration)

Master Station modules are factory installed ariddech All modules are installed on slide-in
assemblies and secured to the chassis with knfastehers. The illustration below shows the
modules installed in a redundant configuration. &aon-redundant configuration, blank plates
are used in place of the redundant power supplyasido modules, andr@on-redundant version
of the Alarm/Relay module will be installed. Thélathat follows lists the module types availa-
ble as of the date of publication.
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Table 2-4. Module Descriptions

Module Name ID Function
Power Supply 1 6843: (+/- 12-36 VDC) Provides operating power based on a variety of AC and
Power Supply 2 6844 (+/- 36-75 VDC) DC input options. Up to two power supply modules may be

6845: (+/- 75-140 VDC)
6755: (110/220 VAC)

installed in the chassis (AC or DC; any combination. In a
redundant configuration, both power supplies work in
tandem and are independent of which radio is currently
active.

Platform Manager 6834

Provides management and data interface functions.

Radio A 6846 (SDM9, SDM4)
Radio B

Single or redundant full duplex SD Master radios.

Alarm/Relay Module 6847
Alarm Module 6848

Redundant—Active radio RF relay and alarm/audio
interface.

Non-redundant—Alarm and audio interface.

Duplexer 6837

Internal RF duplexer (if equipped). Allows simultaneous
transmission and reception of signals on separate TX/RX
frequencies, using a single antenna.

2.5 Rear Antenna Connections

Figure 2-3. MDS™ Master Station, Rear Panel
Showing Antenna Connection & Heatsink
(Other configurations possible for external items such as duplexer or cavity filter)
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3.0 INSTALLATION PLANNING

This section covers pre-installation factors theddd be considered when installing the Master
Station. Careful planning will help achieve optimpalformance from the radio. After reviewing
this section, refer to the step-by-step instaltapoocedures beginning on Page 24.

The specific details at an installation site magyyaut there are three main requirements for in-
stalling the unit in all cases:

« Adequate and stable primary power
« An efficient and properly installed antenna system

- Correct interface connections between the Mastdidbtand any connected equipment.

Figure 3-1 shows a common arrangement of the M&s&ion as used in a multiple address ra-
dio network. The system shows both SD and legady xé@mote transceivers in use. Depending
on order options, the Master Station can commuaiaéth remotes employing Ethernet signal-
ing, serial signaling, or a mix of both.

To Master Station's COM 1/2
or LAN port. as required

MD S Master Station

AES Encryption Possible

HOST COMPUTER (Transparent Mode)}
%710 Mode x710 or Transparent Mode
MDS x710 REMOTE MDS SD REMOTE
(One of several possible sites) (One of several possible sites)

N |l
Serial RTU Ethernet or
(Ethernet not supported) Serial RTU

Figure 3-1 Application Example
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3.1 Applications

The Master Station is designed for point-to-mulitipalata transmission in utility SCADA
communications, transactional systems, and teleagmnuations systems. The wireless network
provides communications between a central host otenand remote terminal units (RTUS) or
other data collection devices. In such an arrangénttee operation of the radio system is trans-
parent to the computer equipment.

Repeater and Polling Remote Operation

In a system using FCC Part 90 repeater and paiéingpte, the polling remote radio operates in
half-duplex mode and the repeater operates irdiydlex mode. The SD Master Station can be
used as a polling remote, or as a repeater. Refeage 46 for details on configuring the radio
for repeater operation.

Simplex and Switched Carrier Operation
System-wide simplex operation is achieved by swiighhe Master Station carrier on to trans-
mit, and then off to receive. The same frequenaysesd for both transmit and receive.

Switched carrier, half-duplex mode works in the samay, excepdlifferent frequencies are used
for transmit and receive.

Refer to Page 60 for details on configuring theadadr simplex or switched carrier operation.

3.2 Network Management

Network-Wide Diagnostics

The Master Station offers network-wide diagnostiagability, sometimes referred to as DLINK
Diagnostics. Network-wide diagnostics communicatiaa packetized diagnostic capability
that provides the following advantages:

 You can gather diagnostic data over a large raelizvork without disrupting the system
communications flow.

« When required, you can increase diagnostics contatians speed by actively collecting
diagnostic data.

« You can access diagnostic data for each radioemétwork from any radio diagnostics
port in the network.

 You can broadcast certain messages to all raditieisystem simultaneously.

You can use the Master Station to poll remote adhiats radio system for diagnostic data. For
more information on the implementation of networklevdiagnostics, refer to the GE MDS
Network-wide Diagnostics Handbook (P/N 05-3467A01).

Network Management Using PulseNET

PulseNET uses the DLINK protocol to monitor the asStation and downstream devices. The
Master Station can be connected locally using efi@M1 or COM2 serial or through Ethernet
using TCP. Refer to the sectithlink” on Page 50 for more information about canfring

DLINK on the Master Station.
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PulseNET remotely discovers and monitors Masterddisand other SD or x710 radios on the
network using DLINK. The locally connected radioyrze a Master, Repeater, Polling Remote,
or Remote. This locally connected radio must bdigared as the DLINK “root” radio. Down-
stream radios should be configured as “node”. REJeuses passive polling to discover the
“root” radio and all of the “node” radios downstneaPassive polling allows monitoring without
interrupting payload data transmission.

In order for PulseNET to discover Master Stationthe network, DLINK must be enabled and
properly configured. Refer to the section “Dlinkii ®age 50 for information on how to con-
figure DLINK.

3.3 Redundant versus Non-redundant Operation

A redundant configuration means that the Masteiid@®tdas two complete transceiver boards
and power supplies installed in the enclosurehénevent of a failure in the primary equipment,
the controlling logic switches to the stand-by ufitte stand-by transceiver board is constantly
operating and its operational readiness is mordtds@wever, the power amplifier in the
stand-by board is not operating when it is in stpadnode.

In a non-redundant configuration, there is only tteasceiver board installed in the enclosure,
and back-up transceiver board operation is notipless

Transceiver boards may be moved from one Mastéio8ti another; however an additional
transceiver board cannot be added to a non-reduiMizster Station. Redundant or
non-redundant operation is automatically detectethé platform manager, and the active
transceiver is automatically selected. Installingeplacing a transceiver board causes the board
to communicate briefly with the Platform Manageestablish which transceiver board will op-
erate as the active board and which operates atahd-by. For more information, refer to sec-
tion 7.4 Replacing Modules on Page 93.

3.4 Antennas and Feedlines

Antennas

The Master Station may be used with a number &érdiht antennas. The exact style and gain
factor depend on the physical size and layout of gystem. Antennas of this type are available
from several manufacturers, including GE MDS. Conhyaur factory representative for details.
Connection is made to the station via N coaxiaheators at the rear panel.

Feedlines

The selection of an antenna feedline is very imgrartPoor quality cable should be avoided, as it
will result in power losses that may reduce thegyeaand reliability of the radio system.

The tables that follow show the approximate loskaswill occur when using various lengths
and types of coaxial cable in the 200, 400 andMBla bands, respectively. Regardless of the
type used, the cable should be kept as short aig@$o minimize signal loss.

20 MDS™ Master Station MDS 05-6399A01, Rev. E



Digital Energy
MDS

Table 3-1. Signal Loss in Coaxial Cables (at 900 MH  z)

10 Feet 50 Feet 100 Feet 200 Feet
Cable Type (3 Meters) (15 Meters)  (30.5Me- (61 Meters)
ters)

RG-8A/U 0.85 dB 4.27 dB 8.54 dB 17.08 dB
1/2 inch HELIAX 0.23dB 1.15dB 2.29dB 4.58 dB
7/8 inch HELIAX 0.13dB 0.64 dB 1.28 dB 2.56 dB
1-1/4 inch HELIAX 0.10 dB 0.48 dB 0.95 dB 1.90 dB
1-5/8 inch HELIAX 0.08 dB 0.40dB 0.80dB 1.60 dB

Table 3-2. Signal Loss in Coaxial Cables (at 400 MH  2z)

10 Feet ?f;,jgf (13?3 oo 200 Feet
Cable Type (3 Meters) ters) ters) (61 Meters)
RG-8A/U 0.51dB 2.53dB 5.07 dB 10.14 dB
1/2 inch HELIAX 0.12dB 0.76 dB 1.51dB 3.02dB
7/8 inch HELIAX 0.08 dB 0.42dB 0.83dB 1.66 dB
1-1/4 inch HELIAX 0.06 dB 0.31dB 0.62 dB 1.24 dB
1-5/8 inch HELIAX 0.05dB 0.26 dB 0.52 dB 1.04 dB

3.5 Grounding Considerations

To minimize the chance of damage to the radio amhected equipment, a safety ground (NEC
Class 2 compliant) is recommended which bonds tast®t Station, antenna system, and con-
nected data equipment t@iagle-point ground, keeping all ground leads as short as Iplessi

The Master Station should be grounded using th@2#6ecrew and star washer provided for this
purpose on the rear panel.

The use of a lightning protector is also recommenaieere the antenna cable enters the equip-
ment building; bond the protector to the tower/ngasund, if applicable. All grounds and ca-
bling must comply with applicable codes and regoiet.

Figure 3-2. Rear Panel Grounding Screw
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3.6 Data Interface Connections

Ethernet Data Interface (RJ-45)

The Ethernet interface supports both radio manageare payload data transport functions.

For radio management, connecting via a web broprsetides enhanced functionality and
ease-of-use over serial/lUSB methods. Web-basedgeaarent is the preferred and primary
means of accessing the transceiver through theibuilevice Manager.

SSH may also be used on this connector, and previdesame CLI based user interface availa-
ble via the serial/USB interfaces.

See section “Ethernet Interfaces” on Page 81 fmtetal information and connector pinout.

Serial Data Interfaces

com1 andcomz2 provided on the front of the Platform Manager mederve as the serial inter-
face ports for payload data, radio managementiagnadstics. Management is also available
through the mini USB port. The default factory sef$ for the radio’€0oM1 port is as a serial
data port to connect to an external DTE serial@evlhe default factory settings for the radio’s
comz2 port configure it for management of the radio viseaal connection to a PC. These ports
are user-configurable for specific applicationse Phnocedures for changing their default opera-
tion are provided later in this guide.

% Not all PCs have a serial port. If one is not aldi, a USB-to-Serial adapter and appro-
priate driver software may be used to provide seaanectivity. These adapters are
available from several manufacturers, including \@ES.

NOTE

Serial Data Connection

When used as a data port for an SD Radio Modulegansparent or X710 modes, some pins on
COM1 and COM2 have special behavior determineddofiguration. DCD (Data Carrier De-
tect) is asserted when the radio received an aquérecy signal. RTS (Request-to-Send) can be
configured to key the transmitter when asserteds (lear-to-Send) can be configured to go
“high” after the programmed CTS delay time has staly(DCE), or can be configured to key
another connected radio when RF data arrives (CHE® K

The included Com Port Adapter Cable 73-2434A25kmnsed to convert the unit’'s RJ-45 serial
jack to a DB-9F type connector.
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Table 3-3. RF-45 to DB-9F Pin Out

Signal RJ-45 DB-9F Standard RS-232
DSR 1 6 DSR

DCD 2 1 DCD

DTR 3 4 DTR

Ground 4 5 Ground

RXD 5 2 RXD

TXD 6 3 TXD

CTS 7 8 CTS

RTS 8 7 RTS

No connection N.C. 9 RI

Mini USB

The Mini USB port can be used to management thie tadough a scriptable command line in-
terface (CLI) using the proper USB drivers avagaatwww.gemds.comConnect to the man-
agement PC using the included Mini USB Cable. QheePC registers the device driver, the
port will auto baud. The USB port provides CLI mgement only and cannot be used for net-
work diagnostics or for payload data.

Alarm Output and 4-Wire Audio

Alarm and audio signals are provided on the AlarmAlarm/Relay module. Refer to Table 6-15
for details on pinout and signal descriptions. Ausignaling and alarm outputs are software
configurable. Refer to Section 5.0 Device Managdrfmmmore information.
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4.0 INSTALLATION PROCEDURES

This section presents the steps necessary foitlingtthe radio and connecting it to associated
equipment. After completing these steps, the redieady for in-service operation.

4.1 Unpacking and Inspection

Check the contents against the packing list sedaréite outside of the shipping box. Accesso-
ries and spare parts kits, if any, are wrappedragglg. Inspect all items for signs of damage.
Save all packing materials in case you need totsleipadio in the future.

4.2 Installation Steps

The radio should be installed in a relatively cledunst-free environment that allows easy access
to the connectors and indicators. Air must passyfrever the rear heat sink and around the unit
for proper cooling. Follow the steps below to ifidtee unit and prepare it for initial startup.

ACAUTION

The rear heat-sink will get hot under continuousigh duty-cycle transmission. Use caution
handling the unit while in operation.

1. Mount the Unit. The unit may be rack-mounted (2U high) in a 1%inack cabinet, or
may be placed on any sturdy tabletop or othestliaace. The installation site should be
free of excessive dust, and should have adequatéat®n. The chassis should be posi-
tioned so that all interface cabling will reach tequired connectors.

a. When rack mounting, the rack ears can be installethe of three positions to
allow flexibility in the mounted depth of the chesshe unit should be mounted
S0 as to maximize airflow around the rear heat.sink

2. Ground the ChassisUse the ground screw provided at the rear panenoect the ra-
dio to a safety ground (NEC Class 2 compliant),cifbonds the Master Station, antenna
system, and connected data equipmentdaghe-point ground. Keep all ground leads as

short as possible.
H |

3. Connect Antenna FeedlinesAll coaxial antenna connections are made to thgeTy
connectors on the rear of the unit. The numbepaohections depends on options or-
dered, including duplexer options, as follows: SafaTX and RX; Combined TX/RX;
wired for an external notch filter with RX Out, RK and combined TX/RX.
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Connector 1:
TX/RX Antenna Port

Connector 2:
RX Qutput to external
notch filter

Connector 3:
RX Input from external
notch filter

Connector 1:
TX/RX Antenna Paort

Knockout covers
installed on unused

ports

Figure 4-2. Internal Duplexer (or internal T/R swit  ch), Single N connectors

Connector 1:
TX Output Port

Connector 2:
RX Input Port

Figure 4-3 External duplexer or dual antennas
(TX and RX ports pass directly through)
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4. Install the Data Interface Cabling. Interface connections are made to the front of the
Platform Manager module. Typical connections foshsites include:

- Serial Data—Attach data equipment to the front panel COM1 an@/OM?2
ports. The unit is hardwired as a DCE device (DB®-RJ-45 connector, GE
MDS part no. 73-2434A12).

- Ethernet LAN —Attach data equipment to the ETH1 and/or ETH2.pbhne au-
to-sensing MDIX feature allows either a straighithigh or crossover cable to be
used.

Where applicable in the steps that follow, secllreadble connections with the locking
screws provided.

5. Connect Primary Power—The Master Station is powered using one or twogyasmp-
ply modules that work in tandem. The modules map8¢eDC, or a combination of
both. The following tables list each type and kpgrmating parameters.

Table 4-1. AC Power Supply Module

Module Input Power Current Rating

6755 100-220 VAC, 50/60 Hz 120W Max.

All DC power supply modules have chassis isolatgdiis and a diode bridge for floating
ground, positive ground, or negative ground inatedhs. These modules include a keyed
power connector with screw-terminals. Strip theaw&ads to 6mm (1/4 inch) and insert
them into the wire ports provided. Be sure to obséne polarity shown below. Tighten the
binding screws securely and insert the connectorthe module. For compliance with
CSA, torque thumbscrews to 10in-Ibs.

Table 4-2. DC Power Supply Modules

Module Input Power Current Rating
6843 +/- 12-36 VDC 10 A Max.
6844 +/- 36-75 VDC 3.5 A Max.
6845 +/- 75-140 VDC 2 A Max.
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Center Terminal;
Chassis ground

Figure 4-4 DC Power Connector

6. Connect a PC for Configuration (LAN or USB porthi3 prepares the Master Station for
programming of desired operating parameters. Caordigon is further described Bec-
tion 5.0 Device Management

% If serial-based cabling is used for configuratian,adapter may be required at the

PC, as many PCs do not offer a serial port. In sasles, a USB-to-Serial adapter
(with appropriate driver software) may be used.sEh@dapters are available from
a number of manufacturers.

NOTE

7. Radio, Alarm/Relay, and Duplexer Connections-The Alarm/Relay module provides
two alarm outputs, one for major and one for malarms. This module also provides
TX/RX audio, PTT (TX keying), and analog RSSI coctiens. Seé Alarm/Audio Inter-
face” on Page 8&r pinout connections.

All other required connections on the front of thret are cabled at the factory per or-
dered options.

8. Add connection of battery backup, as applicable.

Initial Startup & Operation

The radio is designed for continuous, unattendestatipn, but does require some minimal pro-
visioning before operation. This section explahmes tise of the radio’s indicators and provides
steps for initial startup of the equipment. Oneend is provisioned, operator intervention is not
required, except to power the unit up or downparhange an operating parameter. Operation of
the radio can be started by simply connecting mympawer to the unit.
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Module LED Indicators

., 000000

All LED indicators are on the front of the unitaffform Manager, Radio, and Alarm Modules
include LEDs. A redundant unit will be populatedshewn above. A non-redundant unit will
have only one Radio Module and a different AlarmdJie without RF connections.
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Figure 4-5 LED Indicators

Normal Indications
When power is first applied, the following eventor in a normally working unit:

« All front panel indicators light briefly
« TheAcTIVE LED for the selected transceiver board lights.

« Theprower LED 0N the transceiver modules will begin to flashigating they have not yet
communicated with the platform manager.

» Thepower LED andalarm LED Wwill light on the Platform Manager card. At thisipt the
platform manager is performing a pre-boot validatd the firmware to ensure that all
required security signatures are in place and valid

» Thealarm LED will turn off and therower LED will begin to flash. At this point the platform
manager is booting and initializing the system.

« Once the platform manager initializes the transsremodule, th@ower LED will stop
flashing and turn solid.
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Maximizing RSSI

Since the Master Station almost always uses an-direttional antenna, maximizing signal
strength is done at the remote sites where direaiti@antennas are typically used. An RSSI
stronger than -90 dBm is desirable. Refer to Sed&i@Device Management for information on

monitoring the RSSI for the Radio Module.
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5.0 DEVICE MANAGEMENT

This section describes the steps for connectin@,ddgging in, and setting unit parameters. The
focus here is on the local serial/USB console fatsr, but other methods of connection are
available and offer similar capabilities. The kéffedtences are with initial access and appear-
ance of data.

The MDS" Master Station offers several interfaces to alitawice configuration and monitoring
of status and performance. These include locahlsesnsole, USB, NETCONF, HTTP/HTTPS,
and Secure Shell (SSH) for local and remote acdagtie WAN and LAN networks. The serial
console, USB, and SSH services offer a commandriieeface (CLI). There are three user ac-
counts/roles for management acceassin, tech, andoper. User accounts can be centrally man-
aged with a RADIUS server, with RADIUS accountsigemapped to one of the three user ac-
counts/roles. Refer DS Orbit MCR Technical Manual (05-6632A01)for details on con-
figuring RADIUS authentication.

% The MDS™ Master Station is designed for high ség@mvironments. As such, man-
wre agement of the device does not support Telnetinistead implements the more secure
SSH protocol.

5.1 Pre-Configured Settings
The unit is highly configurable to meet field resuments, but comes pre-configured as follows:
« COML1 is configured for transparent serial payload lbaad rate 0f15200, 8N1.

» COM2 is configured to operate at a baud rateiefoo, sN1 and is enabled for local console
operation.

« USB is enabled for local console operation (propetesysdrivers must be installed on the
PC connected to the MDSMaster Station to use the USB port as a virtuahkdevice;
these drivers are available from the GE MDS wehsite

« The Ethernet ports are bridged together, with spaptmee protocol enabled, with a
default IP address ab2.168.1.1/24.

5.2 One-Time “Recovery” Passwords

The MDS Orbit platform employs extensive securigasures to prevent unauthorized access.
As such, there are no hidden manufacturer passveoroher “backdoors” found in less secure
products.

If a password is lost, there is no way to accessutht, except by using a one-time password
(OTP) for recovery. The user must create this OHAumlly. Without a one-time password, the
unit will not be accessible, and the hardware méiéd to be replacedhe factory will not be

able to assist you if a password islost, so creating a one-time password is strongly encouraged.

One-Time Passwords: How They Work

One-time recovery passwords put control directly exclusively in the user’s hands. They are
similar to spare keys for a lock. If you make arsgeey, and put it away safely, you can take it
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out to quickly gain entry when your primary keyast. If you don’t make a spare, you are al-
ways at risk of locking yourself out.

A one-time recovery password is different from ¢ime used to log into the unit on a routine ba-
sis. It isonly for use when the primary password is lost or faego When a one-time password

is used to log in, that passwordaigomatically revoked from the list of passwords created. (You
may create up to five one-time passwords at one, tamd more can be created if some get used).
Once used, a password cannot be used again fan loghe unit (hence the name “one-time”
password)

Creating a One-Time Password

To create a one-time recovery password via theatensnter the following command, where
<selected function> is either “factory-reset” aodin”
> request system recovery one-time-passwords creat e function selected function

A one-time password is automatically generateddasplayed on the screen. Copy this
wore  password and save it in the desired location om RPaliThereis no way to ever view it
again from the command line console, so be sureit is properly saved.

To create additional one-time passwords (up tda td five), repeat the step above.

Logging in With a One-Time Password

Logging in with a one-time password can only bdqgrened from the local serial or USB con-
sole. Note the local seriaannot be used if configured as a payload or diagnosterfaces. You
also cannot use a one-time password when connédotihg unit remotely. Therefore, in some
configurations, the USB console is the only option.

To use the one-time password for log-in, proceeidlasys:
At theusemame prompt, enter the wordcovery .

At thepassword prompt, paste in the one-time-password savedeeant your PC. Using a
one-time-password forces the unit to perform thum¢tion” which was previously defined
when the password was created:

* factory-reset — T he unit resets its entire configuration to fagtdefaults
* login —The unit allows logging in with “admin” privileges
Soecial case: If someone has disabled console access ougheort, the login prompt will still
be present on that console, but only one-time-pastswvill be accepted. This is done to provide

a way to recover the unit in the case wherdifiB port has been disabled and the unit cannot be
accessed via TCP (for example; SSH).

Deleting a One-Time Password

As noted earlier, a one-time password is automticevoked when it is used for log-in. A re-
voked password may be replaced, but it must festdmoved from the list so a new one can be
generated. Any of the five stored passwords magimved on demand. As long as there is a
free slot, an additional password can be createdh the maximum number of five. Logs are
generated when the user creates, deletes, ormogsh a one-time-password. To remove an ex-
isting password from the list, proceed as follows:
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Enter the comman@quest system recovery one-time-passwords delete i dentifier <x>, Where<x>is a
number from the currently available one-time passiaoThis identifier is not reused. If all five
passwords have been created, then ID 1 can beede#etd the next created password will be at
ID 6.

The current list of passwords may be viewed byimgsthe commanéhow system recovery
one-time-passwords . The following is an example output from that coamd. On the unit shown,
only two passwords have been stored. Passwor@® Tan be deleted from this list.

IDENTIFIER FUNCTION STATUS DATE CREATED DATE REVOKED USER

1 login usable 2012-06-19T00:27:2 4+00:00
login usable 2012-06-19T00:27:25 +00:00

5.3 Configuration via Command Line (CLI)

A scriptable command-line interface is accessibteugh the radio’s Ethernet port using Secure
Shell (SSH) terminal, or through the unit's USBeniice. For enhanced security, the unit does
not support Telnet configuration. The steps below dies@ cabled USB connection and assume
the proper drivers have been installed.
1. Install the USB virtual serial port driver, whichavailable on the GE MDS web site.
2. Connect a PC to the unit's USB port and establsbnaole terminal session using a seri-
al communications program.
3. Press the&nTER key to receive the login prompt.
Enter the usernamedfin is the default username) and presser.
5. At the Password prompt, enter the passweddif is the default password). Presser.
Upon successful login, the connection message appea
6. Enter the configuration mode by typiagpfigure followed by theenTER key.

7. Review and configure all key settings for the regdiapplication. Built-in help is availa-
ble by pressing theab key. A summary of all unit settings may be vievigtentering the
% show | details command

B

Tab Completion Feature

Tab-completion IS & powerful feature that provides assistancewtiy@ing commands in CLI. De-
pending on the text that was already entered, ¢atptetion displays different possible comple-
tions. When the Tab key is pressed and no texb&as entered, the CLI shows all possible
commands that can be typed.

CLI Quick Reference Table

Table 5-1. CLI Quick Reference Talgeovides a summary listing of commonly needed tasks
and the appropriate commands to enter. The tabldeaised as a quick reference before con-
sulting the more detailed information, which follew this section. Each CLI command is pre-
ceded by the symbelfor operational command, erfor a configuration command.
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Table 5-1. CLI Quick Reference Table

Digital Energy

If you wish to...

Enter this CLI command:

Create a one-time password

> request system recovery one-time-password create  function <user

function>

View all network interface
status and statistics

> show interfaces-state interface

Create a bridge

% set interfaces interface  bridge type bridge

bridge

Add the ETH1 interface to a

% set interfaces interface  bridge bridge-settings members port  eth-0/0/0

from a bridge

Remove the ETH1 interface

% delete interfaces interface bridge bridge-settings members port
eth-0/0/0

View SDMS Settings

> show configuration interfaces interface sdms sd-config

SNR, etc)

Monitor SDMS Status (RSSI,

> show interfaces-state interface  sdms sd-status | repeat 5

Configure SDMS
Frequencies

% set interfaces interface sdms sd-config radio-config basic-config
receive-frequency <value>

and/or

% set interfaces interface  sdms sd-config radio-config basic-config
transmit-frequency <value>

Configure SDMS Modem

% set interfaces interface  sdms sd-config radio-config basic-config
modem-type <modem>

Configure the SDMS Radio
Mode

% set interfaces interface  sdms sd-config radio-config basic-config
radio-mode <radio mode>

Configure SDMS Radio
Power

% set interfaces interface  sdms sd-config radio-config basic-config
rf-output-power <value>

Key/Dkey the SDMS Radio

> request interfaces interface
key radio true/false

sdms sd-config maintenance rf-key-test

Request to Remotes

Send a Remote Maintenance

> request interfaces interface
remote-management-command

sdms sd-config maintenance
<command name> <value>

View the routing table

> show routing

View the event log

> show table logging event-log

192.168.1.10

package from TFTP server at

Set the admin user’s > request system authentication change-password use r admin
password password admin1234

Set the device name % set system name “ Mydevice”

Set the baud rate on COM1 % set services serial ports COM1 baud-rate b19200

Download a firmware > request system firmware reprogram-inactive-image filename

sdms-bkrc-1_0_0.mpk manual-file-server { tftp { address  192.168.1.10 } }

Monitor firmware download
status

> show system firmware reprogramming-status

Export configuration file to a
TFTP server at 192.168.1.10

> request system configuration-files export filenam
manual -file -server {tftp {address 192.168.1.10} }

e myConfig.xml

Reboot device to firmware
inactive image

> request system power restart inactive

MDS 05-6399A01, Rev. E

MDS™ Master Station

33



Digital Energy
MDS

5.4 Interface Naming

Interface naming of physical devices on the MDS ™stdaStation uses the following format:
<type>-<slot>/0/<port>

Where type is one of the following values:

Interface Type Abbreviations

Type Description

eth Ethernet Interface
sd SD Radio Module
wifi WiFi Interface

Slot-0 is the slot identifier for the platform maeas, while slots 1-3 map to the available inter-
face slots in the chassis.

Ports are zero-based and map to the port numlbedajfiven interface type in the specified slot.
Note that not all interface types have port valires are non-zero (e.g. An SD radio module on-
ly has one “port”, so it will always be ‘0’)

The center 0 value in the interface name is alviaysd is reserved for future use.

Examples of valid interface names are
« eth-0/0/0 — The first Ethernet port on the platforanger card in slot-0
« eth-0/0/1 — The second Ethernet port on the platimanager card in slot-0

» sd-2/0/0 — The SD Radio module in slot-2.

Logical (non-physical) interfaces such as bridgesMLANSs use free-form names and can be
renamed by the user.

5.5 Configuration via the Device Manager

The Device Manager is a built-in software tool that works with you€R browser to provide an
intuitive, web-style presentation of all unit infieation, settings, and diagnostics. Device man-
ager is accessible through ETH1 or ETH2 using abvelwser.

Minimum browser requirements: IE10 or later, Chrome, Firefox, or Safari.

For security, web access can be enabled/disabéetth@iCLI using the commaneset
NOTE services web http(s) enabled true/false

General Configuration

For initial configuration of the Master Stationffmem the following steps:

1. Connect the unit to a PC via an Ethernet connection
2. Configure your PC network settings to an IP addoesthe same subnet as the unit. The
default subnet mask #55.255.255.0.
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% For IP addressing the Master Station uses a roptieiix expressed in CIDR notation
nore  jnstead of specifying a subnet mask. The CIDR matas the first address of a network,
followed by a slash character (/), and ending whthbit-length (max 32) of the prefix.
A subnet mask is expressed in dot-decimal notakkonexample192.168.1.0/24 is equiv-
alent to specifying92.168.1.0 with a subnet mask abs.255.255.0.

3. Open a web browser and navigate to the IP addfable anit (default Ethernet IP ad-
dress is92.168.1.1). The initial sign-in prompt appears.

Sign in
Uszermame:

Password:

Sign in

4. Enter the username and password (admin is theltefauy for both fields), then click
‘Sign In’.

5. On first-time login, the Initial Setup Wizard wdbpear and provide guidance for general
device setup. This is disabled after the initiaiphas been complete but may be re-run
at any time by accessing the Wizards link on tlfteside of the screen, and clicking Ini-
tial Setup.

Key items that should be reviewed and/or set ferrtidio include:
 Create one-time programmable passwords for univesy
« Change login passwords (to maintain security)
 Evaluate default factory configuration and lock thnét down to the required security level

When the Initial Setup wizard completes, seWtards>SD Setup, which steps you through
initial SD Radio Module configuration. Key itemsattshould be reviewed and/or set include:

« Radio Mode
« Frequency plan

Modem selection

Keying mode

Repeater Configuration (if necessary)

Serial data interface configuration

Encryption settings
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SDMS -v3.09

e Initial Setup

» Interface Setup
(Connectivity)

® Firewall (Access
Control List)

» Port Forwarding
(Destination NAT)

® [P Masquerading
(Source NAT)

* One-to-One NAT
(Static NAT)

» VPN Setup

® 5D Setup

Certificate
Management

A wizard to setup SD configuration parameters.

Basic Setting - Radio Mode

Select the mode in which this radio will be operating. Choices are as follows:

* %710 - Use this volue when the master station will be interoperating with legacy MDS x710/x790 rodios.
Features such as Ethernet bridging and payload encryption are not supported in this mode.

® Transparent - Like x710, this mode con be used with legacy devices, but also allows for the use of IP
Payload and encryption when interoperating with @ network of SD radios.

* Packet-with-MAC - This made may only be used when communicating with SD radios. When in pocket-
with-MAC mode, features such os VRCs and Ethernet bridging are supported. This mode prevents RF
contention by having an access point coordinate all radio transmissions.

M

Radio Mode | packet-with-mac

Cancel Back Mext

5.6 Interface Configuration

Understanding

A serial cable (RJ45 cable with proper ETH to DB@werter) may be used to connect to a COM
port on the unit to access the CLI. The defauiabepnsole settings are 115200 bps with 8N1
format. A mini-USB-to-USB cable may also be useddanect to a Computer in case no serial
port exists. If a mini-USB connection is used, tbenputer must contain the appropriate device
driver. A driver for serial operation can be founmdGE MDS website.

Configuring

The screen below shows console access ta@Ml serial and USB port:
Navigate toServices = Serial = Basic Config
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Ports

sSearch x > S ®  Q F
Name Line Baud Byte Hw Flow Hw Device Cis

Mode Rate Format Control Mode Delay
COM1 rs232 b115200 bfani false DCE 0
COMZ2  rs232 b115200 bfgn1 false DCE 0
USBl1 rs232 b115200 bfénl false DCE 0
Showing 1 to 3 of 3

Console
Terminal Server

Clicking on the row of the port you wish to editivaresent you with the following options:

Configure Ports Details

© Line Mode rs232 B
© PBaud Rate 115200 bps B
O Byte Format 8 data-bits, no parity, 1 StCB
0 Hw Flow Control .

® Vmin 255

0@ Vvtime 100

0 Capability ¥ Modem Control

 Line Mode - Selection of the operation line mode of theaguort. Choices are:
- RS232(DEFAULT)
- RS485- 2 Wire
- RS485- 4 Wire

- Baud Rate- The serial port baud rate in bps. Choices af@®12400, 4800, 9600, 19200,
38400, 57600, 115200 (DEFAULT)

« Byte Format - The data byte format in bits, parity and stog:bthoices are:
- 7N1- 7 char bits, no parity, 1 stop bit
- TE1- 7 char bits, even parity, 1 stop bit
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- 701- 7 char bits, odd parity, 1 stop bit
- 7TN2- 7 char bits, no parity, 2 stop bits
- TE2- 7 char bits, even parity, 2 stop bits
- 702 - 7 char bits, odd parity, 2 stop bits
- 8N1 - 8 char bits, no parity, 1 stop bit (DEFAULT)
- 8E1- 8 char bits, even parity, 1 stop bit
- 801 - 8 char bits, odd parity, 1 stop bit
- 8N2- 8 char bits, no parity, 2 stop bits
- 8E2 - 8 char bits, even parity, 2 stop bits
- 802 - 8 char bits, odd parity, 2 stop bits
« Hw Flow Control - Hardware flow control enable/disable (DEFAULT)ngRTS/CTS
lines

« Vmin - Receive Buffer Size - The minimum number of dagtes that will be buffered by
the serial port before handling of the data to tee@ssed by the terminal server. (255 =
DEFAULT).

 Vtime - Receive Inter-Byte Timeout - The amount of tibegween bytes of data on the
serial port (n multiples of 1 millisecond, that indicate the end of a serial message ready
to be processed by the terminal server. (100 = DHFA

vmin andviime setting only have an effect when the serial portat being used an
wore  SD payload or diagnostics (DLINK) port,

Serial Hardware Flow Control
When serial port is not being used as a SD paye&D diagnostics (DLINK) port:

* Hardware Flow Control : When operating in CTSKEY mode, all serial portshie data path
are required to be set to the same baud rate hab MIN and VTIME remain at the
defaults for serial data packets less than or eqgu2hb5 bytes. For serial packets over 255
bytes it is recommended that a cts-delay time tdadt 90ms be used to account for the
VTIME delay of the over-the-air sending unit.

Hardware Flow Control Modes
When port is not being used as a SD payload orig&gndstics (DLINK) port:

 DCE
- CTS follows RTS after a programmalafes delay .
- If the unit’s input buffer approaches a full comalit it can deassert CTS regard-
less of state of RTS.
* CTSKEY

- Based on legacy MDS devices including TransNET dingce will act similar to
a DTE but will provide signaling on the CTS linesiead of the RTS line.

- When the first character of a transmission is raadye sent to the serial port, the
unit shall assert CTS and delay &ars delay time expiration before outputting the
first character.
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- After the last character of a transmission is outfpm the serial port, the unit
shall keep CTS asserted until the expirationTfhold time .

e CTSKEYPLUS
- The unit shall support flow control (Throttling) dme RTS pin. The device is ex-
pected to be wired via null modem to an externaE@vice. The CTS line of
the external DCE device drives the RTS line ofuhg.

% Statistics for the Serial ports and IP Payload, B &re located under the active SD radio
wre  Interface (pterfaces > sd-x/0/0 > Status - Statistics) . See the section entitled “SD-x/0/0 In-
terfaces” for more detalils.

5.7 LAN

Understanding

This section will cover only the basic configuratiof Ethernet ports and bridges. For
vore  full details on the configuration of more advandéeatures, please reference MBS
Orbit MCR Technical Manual (05-6632A01)

The Master Station has external Local Area NetwbAN) ports ETH1/2 ports) that can be
used to connect to a local (wired) LAN. It suppdrtsh IPv4 and IPv6 addresses and may be
assigned multiple IP addresses. The LAN port caasseggned static IP addresses or a dynami-
cally allocated address can be assigned using DHCP.

The LAN port should be assigned IP addresses bitlisia routed interface (that isot
NOTE ina brldge)

Configuring

To configure the LAN interface, select the eth-0/6f eth-0/0/1. As shown in the screens below,
there are five groups of configuration settingd ttam be configured: General ETHXx specifics,
IPV4, QOS, Filter, and NAT

Basic Config
I nterfaces 2 eth-0/0/x -2 Basic Config
eth-0/0/0 Interface ¢

Status Basic Config Advanced Config

© Description Ethernet port 1
@ Enabled ¥
@ Eth Phy Rate #Eth 10Mb Half

#Eth 10Mb Full
#Eth 100Mb Half
v|Eth 100Mb Full

VLAN Mode none v
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Description - User defined identifier for this connection - O-@#aracters

Figure 5-1. ETH1 Configuration Screen

Type - Identifier of the type of interface - Do Not Gige
Enabled - Checked indicates Enabled (DEFAULT). Disable wiitvent usage.

Eth Phy Rate -Choose the Ethernet speed support setting (DEFARILL)
- Eth 10Mb Half
- Eth 20Mb Full
- Eth 100Mb Half
- Eth 200Mb Full

 Vlan Mode - Virtual LAN Setting.
- None (DEFAULT)

- Access- Use this if this interface is intended to be enmber of only a single
VLAN.

- Trunk - Use this if this interface is intended to be enmber of multiple VLANS.

w IPv4
© Enabled il
©® Forwarding [l
a8 mMTU
Address
SEarc X Add .. | Delete > S ® Q| F
IP
Table i= empty
Neighbor
Searc i} Add .. Delete il | S | & Q| F
P Link Layer Address
Table is empty
- DHCP

» Enabled -Enable or disable the use of an IP address

« Forwarding - Indicates if IPv4 packet forwarding is enabled isablled on this interface.
True (DEFAULT) / False

« Mtu - The size, in octets, of the largest IPv4 pachat the interface will send and
receive. Range 68-65535 - 1500 (DEFAULT). (Advansetiing)
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« Address -Use for creating static IPv4 IP address and rengpthis interface from the
built-in Network Bridge.

« Neighbor- Use for creating mappings from IPv4 addressdiskelayer addresses.

Filter

Input

Output

« Filter Input - Use for selecting and applying a firewall fil{@&om available filters) to
incoming traffic on this interface.

« Filter Output - Use for selecting and applying a firewall fil{@&om available filters) to
outgoing traffic on this interface.
For more information on packet filtering, refer‘faccess Control List (Packet Filtering / Fire-
wall)” in the MDS Orbit MCR Technical Manual (05-6632A01)
« Input - Default Selections (others may have been added) :
- IN_TRUSTED
- IN_UNTRUSTED
- OUT_TRUSTED
- OUT_UNTRUSTED

« Output - Default Selections (others may have been added) :
- IN_TRUSTED
- IN_UNTRUSTED
- OUT_TRUSTED
- OUT_UNTRUSTED

NAT

Source
Destination

Static

See theMDS Orbit MCR Technical Manual (05-6632A01)for information on configuring
NAT.
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Output

 Output - Use for selecting and applying a QoS policyrtirthe available QoS policies) to
the outgoing traffic on this interface. See "Quatif Service (Qo0S)" in th®MDS Orbit
MCR Technical Manual (05-6632A01¥or more information on creating QoS policies.

5.8 Bridging

Understanding

The unit supports transparent bridging of LAN, amnfirmware versions of 3.0.0 and higher,
WiFi and SD networks. The bridge forwards traffetwwseen LAN interfaces and wireless inter-
faces at the layer-2 of OSI model. This allows LAMN wireless clients to be in the same IP
sub-network.

The bridge learns the clients’ locations by analgzihe source address of incoming frames from
all attached networks. For example, if a bridgesserame arrive on LAN port from Host A, the
bridge concludes that Host A can be reached thrtluglsegment connected to LAN port.

Through this process, the bridge builds a forwaydable (the learning process). When a frame
is received on one of the bridge's interfacesptidge looks up the frame's destination address
in its forwarding table. If the table contains @saciation between the destination address and
any of the bridge's ports aside from the one orclwthie frame was received, the frame is for-
warded out the indicated port. If no associatiofoisd, the frame is flooded to all ports except
the inbound port. Broadcasts and multicast alsdlaoeed in this way.

The bridged network is addressable via the ‘bridigegrface (a virtual interface). The interfaces
that are in the bridge are called bridged intedadée interfaces that are not in the bridge are
called routed interfaces. Bridging is performedamzssn bridged interfaces. Routing is performed
between routed interfaces. The bridge interfagdfiis a routed interface.

In firmware versions less than 3.0.0, the SD isteefis not a bridgeable interface as
wore  there is no packet or packet-with-MAC mode suppothese versions of firmware.

Configuring

For full details on configuring bridge interfacpdease see thdDS Orbit MCR Technical
Manual (05-6632A01).

5.9 SDMS Interface

Understanding

The configuring of SD interfaces on the Masteri8tais performed through a virtual interface
called ‘sdms’ (SD Master Station). This virtualdrface, much like a bridge interface, is com-
prised of one or more sd-nic member physical iatex$. Each installed SDM Radio Module

contains a single sd-nic. All configurations apglte the virtual SDMS interface will be propa-
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gated to all member sd-nic interfaces. This instlasall SD radio interfaces in the system are
using identical configurations so that interfadé daer is seamless.

To access the full suite of SD configuration opsioselect the sdms interface from the interfaces
drawer on the left-hand menu.

Understanding the use of Virtual Radio Channels (VR  Cs)

VRCs allow over-the-air data to be directed to ffzeinterface ports (IP or Serial) on the radio.
Conceptually, this can be pictured as creatingégigor delivery of data to the desired radio
interfaces.

VRC works by associating data from a specific fbttand Serial) with a VRC channel number
(1, 2, or 3). Each port at the receiving end thiker§ incoming data based on the associated
VRC number.

% The Virtual Radio Channel (VRC) feature is only saped in Packet w/MAC modes. It
is not supported in Transparent or X710 mode.

NOTE

To create the “pipes” that direct data to the @ekports, a route must be established using the IP
Payload Configuration Menu (or payload serial sgion the general configuration menu for
serial data). The default setting is to listemlicchannels.) The Talk on parameter is used to
specify the VRC used for sending the data streaan the air, while the Listen to parameter
specifies the VRC(s) for incoming data.

Any combination of the three VRC numbers may berat in the selection fields. Figure 5-2.
Virtual Radio Channel (VRC) Concept illustrates tamtionship between the VRC settings and
the routing of data between units.

IF Payload 1 Data

(Talk on VRC-1) g

Sarial COMZ2 Data M
(Talk on VRC-2) '1\

/‘f@:ﬁy \

RADIO 2

n

IP Payload 1 Data | |

[Listen an VRC-1) Seral COM2
| [Listen on VRC-2)

\

Efhernal/IP RTU SENHJ—Based RTU

Figure 5-2. Virtual Radio Channel (VRC) Concept
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Understanding the use of Media Access Control (MAC)

An important feature of the transceiver is Mediaégs Control (MAC). The radio’s MAC is
specifically designed for use with narrow bandwjdtalf duplex radio networks such as those
commonly used in licensed telemetry systems. WherMAC is enabled, it provides efficient
support of multiple data traffic models includingiitiple hosts, synchronous and asynchronous
polls, and report-by-exception (push traffic). MA&Gsures that every transceiver in the network
has an equal probability of gaining access to dld@rchannel when it has data to send.

Coordination of Channel Access

The main objective of the MAC is to coordinate amamaccess for all radios in the network,
preventing data “collisions” that can occur witmsitaneous transmissions from radios on the
same RF channel. With MAC operation, a single raglimonfigured as an Access Point (AP) and
other units are designated as Remotes. The APssasvilne controller of the RF network. Re-
motes request permission from the AP to use theHaRnel before sending payload data, thus
avoiding collisions of data, and creating a higlalyable wireless network. The MAC is respon-
sible for allocating which unit gets access tolileadcast medium (the RF channel), when, and
for how long.

Data Validation

Additionally, the MAC validates all messages andges corrupted data from the system. Suc-
cessful delivery of data is ensured through theafisetries and acknowledgements. Minimal
overhead is used to accomplish these tasks, wtaoklates to increased bandwidth efficiency of
the radio channel with minimal latency, ensuringttimessages are delivered in a timely manner.

Status Tab

The Status tab on the sdms interface page giveseamwiew of the current state of the sdms in-
terface. The information displayed is describeawel
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General

Status Basic Config Advanced Config Actions

© Type sdms m every seconds
© Admin Status* up
© Oper Status* up
© |IF Index* 6
© Relay Switch Position Automatic
© Active NIC sd-1/0/0
© Measured RF Power 0 dBm
© Signal to Noise 0dB
© RSSI -120 dBm

Chassis Slot State Board Temperature PA Temperature

1 Ready @ +23cC @+25cC

2 Ready (@ +25C @ +20cC

Showing 1 to 2 of 2

This section shows a general overview of the SDM&rface. The current status of the relay
switch, as well as which SD NIC is currently actisalisplayed here.

TheNIC Status table is composed of the following columns:
 Chassis Slot- The slot in which the SD NIC was discovered.

« Board Temperature — The current temperature in degrees C as measuartite surface
of the SD NIC. The colored indicator will transitito yellow and red as the NIC
approaches it's operational limits.

« PA Temperature — The current temperature in degrees C of the pawglifier on the
SD NIC. The colored indicator will transition to yellow aneld as the NIC approaches it’s
operational limits.

Configuration

From the sdms interface page, all SD related carditipn options can be specified. Primary SD
network configuration can be found under the ‘B&amnfig’ tab, more advanced options can be
found under the “Advanced Config” tab, and operaiactions can be found under the “Ac-
tions” tab.

MDS 05-6399A01, Rev. E MDS™ Master Station 45



‘ Digital Energy
MDS

Basic Config Tab

General

The Basic Settings contains important RF and maosigettions for radio operation.

© Description SD Master Station vitual interface
® Members sd-1/0/0

sd-2/0/0

Add an entry ...
© Radio Mode packet-with-mac j
© Modem Type* 38400n j
© RF Output Power 30
© Transmit Frequency* 941.30625
© Receive Frequency* 932.30625
© Keying Mode data j
© System ID none j
© Repeater Mode none j
© Allowed Ethernet Packet unicast-and-arp j
Types

© Serial Payload Port disabled j
© Payload Buffer
© Payload Serial Talk VRC vre-1 j
© Payload Serial Listen VRC all j
© Payload Serial 2 Port disabled M
© Compression O
© Encryption
o payload Encryptlon phrase 0000000000000 0000000O0CKCYNTLS

« Members— The Master Station (sdms) interface is a logi@rface that is composed of
one or more physical SD interface cards (sd-nibg Thembers’ configuration item is the
mapping between the logical sdms interface, anghiysical sd-nic cards. A single sd-nic
resides in each SDM Radio Module.
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This is factory configured to contain SDM Radio Mk in slot 1 and slot 2 of the Mas-
ter Station. If the Master Station is a non-redumidggstem with only 1 Radio Module, this
will contain only ‘sd-1/0/0’.

« Radio Mode— The radio can operate in one of several modes.aVailable selections
are:

- Packet with MAC — With and without AES Encryption
- X710— When using the Master Station in a legacy x7&t@vark.

- Transparent — With and without AES Encryption. (TransparenA®S Encryp-
tion requires an all SD radio network.)

« Modem Type— This setting determines the over-the-air dagged@mnd bandwidth of the
radio’s transmitted signal. All radios in the netlonust use the same modem setting to
communicate with each other. The default settingaslem 9600, but it may be set to any
of the selections shown in Table 5-2. Modem Sedects. Speed, Bandwidth &
Sensitivity. The table also lists modem sensitivitings for the various modems. Note
that some modem choices are limited based on tlieihpoirchased.

¢ RF Output Power (dBm) — The RF output power may be set between 30 amtBA0(1
to 10 watts) in 1 dBm increments. The default sgtis 40dBm. This setting represents
the output power at the Radio Module. Output postehe antenna port on the back of the
unit will be roughly 2dB to3dB less depending omfoguration. This is due to cable,
switching, and duplexer losses. Full power is eguired in many cases, and lower
settings will place less demand on the power sugptl/reduce the chance of interference
with other stations. Only the power necessary toyaaut reliable communications should
be used.

« Transmit/Receive Frequency- The receive and transmit frequencies may be \dewe
set here. Frequencies must be entered for the tadiperate. Consult your station license
to determine the authorized frequencies for yostesy, and enter them exactly as listed.

« Keying Mode — Keying mode must be set to one of the followafyes:

- Data — Radio will key upon receipt of payload data.

- RTS — Radio will key upon receipt of an RTS (requessénd) signal on the seri-
al port.

RTS keying mode is only supported when the radio /10 mode.

NOTE
- Data or RTS— Radio will key upon receipt of either payloadadat an RTS (re-
quest to send) signal on the serial port.
- Continuous — Radio will be continuously keyed. This is prithaused in a
transparent streaming repeater configuration.

Continuous keying mode is only supported in x71@ej@r in transparent mode
wore  When operating as a repeater.

« System ID— Provides the possibility for Frequency Re-ugest&n ID offers nine unique
choices including the default value of NONE. Theisg NONE is required for mixed
networks comprised of MDS legacy and SD produdiso8ly networks can utilize the
Frequency Re-use feature by setting the Systermn ED)common value [1-8] for all radios
in a specific network. System ID offers approxinha0 dB of additional co-channel

MDS 05-6399A01, Rev. E MDS™ Master Station 47



Digital Energy
MDS

isolation when operating networks on the same #aqy. Note that proper system design
is required.
Operational Example: SD System “Alpha” has eight units and SD SysteretéB has
eight units. A user wishes to occupy frequency 9525 MHz on both of these systems.
Proper system installation has been adhered totmretworks. System Alpha’s units
would all be set to System ID = 1, System Betaitswmould be set to System ID = 5.
Both systems will now operate on the same desnegfiency.
Examples of valid and invalid arrangements are shiowrigure 5-3 and Figure 5-4, re-
spectively.

Valid Configuration

Systems separated per proper RF System Design

Figure 5-3. System ID Example — Valid Arrangement

Invalid Configuration

Figure 5-4. System ID Example — Invalid Arrangement
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« FCC Part 90 Repeater Mode- Repeater mode must be set to one of the follpwin
values:

- None- This is the default value, and is used wherMhbster Station being con-
figured is not to be used as a repeater in thear&tw

- Repeater— This value should be selected when the Mastio®tbeing config-
ured is to be installed as a repeater in the nétveord will not have devices con-
nected to it that will be polled, such as attacRatUs.

- Repeater With Local Data— This is the same as “Repeater” but should bd use
when data-collection devices such as serial RTUdwiattached directly to the
repeating Master Station.

 Allowed Ethernet Packet Types When operating in packet-with-mac mode, and
sending Ethernet traffic, this option will restribe types of Ethernet frames that will be
sent over the air. Options are:

- None— This will prevent any Ethernet frames from beiragpsmitted over the air.
- All — All Ethernet frames will be sent over the aggardless of type.
- Unicast Only — Only unicast packets will be sent over the air.

- Unicast and ARP- This is the default value and will only allowicast frames,
or broadcast ARPs to be transmitted over the air.

- Serial Payload Port— The front-panel serial port that will be usedderial payload
communications. This can be set to COM1, COM2,igalded if the system will not be
used for transmitting serial data. The default gdhr this is COML1.

Serial port settings such as baud rate and byteaoare located undeervices >
wore  Serial 2 Ports .

« Payload Buffer — The transceiver’s buffer provides a way of hangdtata 'over-runs’,
where more data is passing through the COM port tlaa be immediately handled by the
unit. When the payload-buffer is on, any such éatiored up and processed in the
appropriate order.

« Payload Serial Talk VRC / Payload Serial Talk 2 VRC-Serial data received on the
primary/secondary serial payload port will be tatygeth this VRC and sent over-the-air.

« Payload Serial Listen VRC / Payload Serial Listen 2RC — Over-the-air payload
traffic that is tagged with this VRC that the mastation receives will be transmitted out
of the primary payload serial port.

« Compression— When the Master Station is being used in a ntwbonly SD radios in
Packet-with-MAC mode and with firmware versionsaiale of supporting compression,
enabling this option will compress over-the-aifficaresulting in less data being sent over
the radio link. Depending on the type of data béragsmitted, this can result in a
significant throughput improvement. All nodes ie tietwork must have compression
enabled for this to function properly.

« Encryption — When the Master Station is being used in a nétwbonly SD radios,
over-the-air (OTA) encryption may be enabled. ThesMr Station uses AES-128,
passphrase-based encryption to secure both pagodd)link traffic. If the radio is
operating in transparent mode, there is a seppestgphrase for payload and Dlink traffic.
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If the radio is operating in packet or packet-wiMiAC mode, there is a singular
passphrase for all traffic.

« Payload Encryption Phrase -The encryption phrase to be used for over-thgatoad
data. This string must be at least 8 charactetsnargreater than 38 characters.

1.
2.
3.

Dlink

Table 5-2. Modem Selection vs. Speed, Bandwidth & S ensitivity

Modem Type Se- - OVeLNer gy o) Songy | ETS) Coml-
(dBm)

BELL' 1200 12,5 -110

V23 1200 12,5 -110

3200" 2 3200 5.00 -108

4800B* 4800 12,5 -110

4800F 4800 6.25 -108

9600B" 9600 12,5 -106

9600" 9600 12,5 -112

9600N 9600 6.25 -98

19200N 19200 12,5 -100

19200 19200 25 -105

38400N 38400 25 -99

65000° 65000 50 See note 3

4800" 4800 12,5 -112 X

9600M" 9600 12,5 -106 X

19200E 19200 12,5 -96 X

19200M 19200 25 -106 X

38400E 38400 25 -97 X

For MDS x710-compatible operation.
3200 bps not applicable to SD4.

Only available with SDM9D Radio Modules.

Dlink is a GE MDS-proprietary protocol used for gli@stics communications.
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Dlink
O Unit 10000
O Type root v
O Mode serial :
© Enabled
© Serial Port COM2 .

 Unit — This parameter identifies the radio in the vassl network with a specific ID
during diagnostic sessions. For compatibility wébacy devices, the value must be
10000 or greater (2710 in hexadecimal).

« Type — This setting identifies the radio as a Node, tRBepeater, Peer, or Gate. Each of
these are operating modes of the transceiver w#pact to diagnostic/management
activities.

« Mode - Configure if Dlink will operate on a serial poor via a TCP socket.

« Serial Mode Settings:

- Serial Port — This setting determines which serial port to G&#M1 or COM2.
This must be different than the serial payload.port

« TCP Mode Settings:

- Security Mode —When set to a value other than none, connectidhbeaven-
crypted using a pre-shared key via TLS. The verspatified by this parameter
will be only version allowed by the server.

- TCP Port — The TCP port that the Dlink service will listen.

- IPv4 Addr — Optionally configure the service to only attéachhe specified IPv4
Address. This is useful when traffic is being seped into data and management
VLANS. If no value is specified, the service will@ept connections on all con-
figured IP addresses.

- IPv6 Addr — Optionally configure the service to only attéclihe specified IPv6
Address. This is useful when traffic is being seped into data and management
VLANS. If no value is specified, the service willaGept connections on all con-
figured IP addresses.

- Enabled - Enable or disable diagnostics functionality tifgtit to ON configures the
radio to pass the diagnostic link protocol (DLIN&Yer the radio’s COM2 management
port.

MAC Settings

When operating in packet with MAC mode, MAC speaxgettings can be configured here.
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MAC Settings

© Device Type access-point v
© MAC Retries 1
O Time to Live 10

© SAF Network
© Repeater Network

© Payload 1 Inter Packet 15
Gap

© Payload 2 Inter Packet 15
Gap

© Transparent Rx Timeout 5

Peer to Peer

© Peer to Peer Enabled v

© Ethernet Rebroadcast unicast-and-arp s
Type

 Device Type— The role this device will be performing in thetwork. If this device is

operating as a repeater, the MAC device type MU&Tdmote'.

MAC Retries — If a message is not acknowledged after transomisswill be resent. This
value controls how many times the radio attemptes$end the message before discarding
it.

Time to Live — When a message arrives from the payload inf$ad is time-stamped
and queued for radio transmission. If the radimoatransmit the message before the
Time-to-Live (TTL) value (in seconds), the messegdiscarded. This helps prevent stale
or old data from being sent over the air.

SAF Network (Access Point only}- If this device is in use in a Store-And-Forward
network, enable this option.

Repeater Network (Access Point onlyy- If this device is in use in a repeater network,
enable this option.

Payload 1/2 Inter Packet Gap- The inter-packet gap is a timing setting in reedito
delimit a packet on the serial interface. Too sbbs time can cause serial streams to be
combined into one large packet instead of two ssnalhes. Too long of a time can slow
down the communications channel.

Transparent Rx Timeout — This setting is similar to the timing paramet@rsrayload 1/2
Inter-Packet Gap , but it applies to data receiveder-the-air. It tells the radio how to build
an Ethernet packet based on a transparent dasasteseived over the radio channel.

» Peer to Peer
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« Access Point Options:

- Peer to Peer Enabled # enabled, the AP will allow enabled peers to seat
fic through the AP to other enabled peers by raiirasting their transmissions to
all other remotes in the system.

- Ethernet Rebroadcast Type— When rebroadcasting peer-to-peer Ethernet traf-
fic, only the selected type of traffic will be reladcast to other remotes on the
network.

« Remote Options:

- Rebroadcast Serial- If enabled, serial traffic originating from thdgvice will be
rebroadcast by the AP to other remotes in the métvildne AP must have
peer-to-peer rebroadcasting enabled.

- Rebroadcast Ethernet- If enabled, Ethernet traffic originating fromgtdevice
will be rebroadcast by the AP to other remotedenrtetwork. The AP must have
peer-to-peer rebroadcasting enabled.

IP Payload
Under the IP Payload menu, up to three instancésedP Payload service may be configured.
The IP Payload service can operate in 4 differevdens:
- TCP Server
- TCP Client
- TCP Server/Client
- UDP
Common Options:

« Enabled — Set to true to enable this IP Payload configomat

« IP Payload Mode— The mode in which this instance of the IP Paywayice should
operate. The details of these modes are shown below

e Talk on VRC — (Only in packet-with-mac mode) The Virtual Radlbannel that data
from this IP Payload instance will be tagged withew transmitted over the air.

« Listen to VRC — (Only in packet-with-mac mode) Over-the-air daigged with this
Virtual Radio Channel will be handled by this IPyad instance.

« Modbus TCP RTU Conversion {Does not apply to UDP mode) When enabled, the IP
Payload server will convert packets between MODBW® and MODBUS RTU
formats.

« Inactivity Timeout — When set to a value larger than 0, the conneetith be closed
after the specified number of seconds without aatg dctivity.

Each of the IP Payload modes have different usescasd configuration options, as described
below:

TCP Server:

The TCP server mode allows IP connections to tabkshed with the Master Station. Data re-
ceived on this TCP socket will be transmitted awerair to remote SD radios as if the data was
received on the payload serial port of the Mastati&. Over-the-air serial data originating
from a remote SD radio will be transmitted outla6tTCP socket. This mode of operation can
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be thought of as a ‘remote terminal server’, ndtéaonfused with the SD remote radio’s Ter-
minal Server functionality.

IP Payload 1

Enabled
1P Payload Mode tcp-server

“a»

Talk on VRC vrc-1

<>

Listen to VRC all

“a»

Modbus TCP RTU
Conversion

Local IP Port

© 1Pv4 Bind IP

O Inactivity Timeout 30

TCP Server specific configuration options include:
 Local IP Port — The TCP port number that the server will listendonnections on.

« IPv4 Bind IP — If the Master Station is configured with multipke interfaces; you can
specify that the IP Payload service only will lisfer connections on one of the IP
addresses of the system. This is useful in VLANfigomations where you wish to only
make the IP Payload server available on a spe¢ifisN in the system.

TCP Client:

The TCP client mode allows the Master Station tanext to a TCP server when there is traffic
to send. This mode of operation is not often usddaster Station configurations, but may be
useful in certain applications.
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IP Payload
IP Payload 1
© Enabled
© 1P Payload Mode tcp-client 5
0 Talk on VRC vrc-1 ;
© Listen to VRC all B
© Modbus TCP RTU
Conversion
© Server IP Address 192.168.1.2
© Remote IP Port 30001
© Inactivity Timeout 30

TCP Client specific configuration options include:
 Server IP Address— The IP address of the server the Master Staitmconnect to.
« Remote IP Port— The TCP port that the server is listening on.

TCP Server/Client:

As the name implies, TCP Server/Client is a comimneof the TCP Server mode, and TCP
Client mode. In this mode, the Master Station lWslien for incoming TCP connections and pass
data exactly as in TCP Server mode. However ifetleno active server connection, and
over-the-air payload traffic arrives at the Mas$&ation, the Master Station will establish an
outgoing TCP connection to a remote server andtnérthat data to the remote server. A
use-case for this mode of operation is if you wshave the protocol reliability of TCP, but do
not wish to maintain active TCP sessions across iyetwork.
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IP Payload 1

O Enabled
O 1P Payload Mode tcp-server-client v
© Talk on VRC vrc-1 H
O Listen to VRC all v
© Modbus TCP RTU

Conversion
© Local IP Port 30001
O Server IP Address 192.168.1.2
© Remote IP Port 30001

© 1Pv4 Bind IP

O Inactivity Timeout 30

TCP Server/Client specific configuration optionslude:

Local IP Port — The TCP port number that the server will listendonnections on.
Server IP Address— The IP address of the server the Master Staitmconnect to.

Remote IP Port— The TCP port that the server is listening on.

IPv4 Bind IP — If the Master Station is configured with muledP interfaces; you can
specify that the IP Payload service only will lisfer connections on one of the IP
addresses of the system. This is useful in VLANfigomations where you wish to only
make the IP Payload server available on a spe¢if&N in the system.

UDP:

When operating in UDP mode, the IP Payload semses the connectionless UDP protocol.
Since UDP is connectionless, there must be reagpsickets at each end of the connection to
allow for bi-directional communications. In this oe when an application has traffic to send
out over the SD network, it will establish a UDFhnection to the Master Station and transmit
the payload data. When the Master Station receivesthe-air payload data from remote SD
radios, the Master Station will establish a UDPresntion to the application and transmit the
payload data. These connections are not persisietitas such must be established for each
transmission. Unlike TCP, transmissions are notajuaed when using the UDP protocol;
however UDP has a far smaller network overhead 1@, and as such will result in lower la-
tency.
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IP Payload 1

© Enabled

© 1P Payload Mode udp v
O Talk on VRC vrc-1 B
O Listen to VRC all B
© Local IP Port 30001

© Server IP Address 192.168.1.2

O Remote IP Port 30001

O 1Pv4 Bind IP

© Inactivity Timeout 30

UDP specific configuration options include:

Local IP Port — The UDP port number that the server will listendonnections on.
Server IP Address— The IP address of the server the Master Staitmconnect to.

Remote IP Port— The UDP port that the server is listening on.

IPv4 Bind IP — If the Master Station is configured with mulagdP interfaces; you can
specify that the IP Payload service only will lisfer connections on one of the IP
addresses of the system. This is useful in VLANfigomations where you wish to only
make the IP Payload server available on a spe¢ifisN in the system.

IPv4

This configuration section allows you to configeither a static or dynamic (DHCP) IPv4 ad-
dress to the SDMS interface when it is not a merobarbridge or VLAN interface. For full in-
formation on applying IP addresses to interfaces,tseMDS Orbit MCR Technical Manual
(05-6632A01).
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¢ IPv4

© Enabled

0 MTU

Search

P

Search

P

DHCP

© Forwarding

Address

192.168.100.1

Neighbor

Link Layer Address

Delete Jdr C © Q  pF

Showing 1 to 1 of 1

Delete d~ | O | Q| &

Table is empty

Firewall Filter

The firewall filtering rules to apply to this inface when it is not a member of a bridge or
VLAN interface. For full information on applyingréwall filters to interfaces, see tMDS Or-
bit MCR Technical Manual (05-6632A01).

Filter

Input

Output

IN_TRUSTED

OUT_TRUSTED

VLAN

The VLAN configuration section is used to configtine SDMS interface to be a member of a
VLAN. For full information on configuring VLANs anddding interfaces to existing VLANS,

see theViIDS Orbit MCR Technical Manual (05-6632A01).
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VLAN Mode access ;

O VLAN mgmt_vlan

NAT

The NAT configuration section is used to confignegwork address translation (NAT) on the
SDMS interface. For full information on configuritNAT on interfaces, see théDS Orbit
MCR Technical Manual (05-6632A01).

NAT

NAT

Source

Destination

Static
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Advanced Configuration Tab

Advanced

Advanced Settings

© Soft Carrier Dekey 0

milliseconds
© Push to Talk Signal off j
© Push to Talk Delay 0 milliseconds
© Clear to Send Delay 0 milliseconds
© Automatic Freq Correction
© Switched Carrier B
Modems
© Force Dcd to Asserted
© Data Key Hold Time Out >
© Simplex Mode ~
© Dlink Mode B Modems auto j
© Rx Mute 0 milliseconds
© Rx Timeout Enable
© Rx Timeout Delay 20 minutes

© Legacy Packet
Compatibility
©® Modem Receive Tolerance normal

Lo

© Modem Transmit normal hd
Tolerance

© RSSI out Enabled

© RSSI out 0-point -120 dBm

© RSSI out mV per dBm 50 millivolts

« Soft-Carrier Dekey — Specifies how long (in ms) to wait after the osmal of the keying
signal before actually dropping the transmittedsri@er. The default setting is 0, but it may
be set to any value up to 255 ms. In most caseshaage is required from the default
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setting. A possible exception is when the transra® inter-working with certain
early-generation MDS radio equipment.

 Push to Talk Signal— Specifies the sensing polarity of the PTT lifileis must be
configured to one of the following values:

- Off — PTT line is not used.
- Hi — The PTT line is active-high.
- Lo — The PTT line is active-low.

« Push To Talk Delay— Specifies a brief time delay after a keying eyesich must
expire before the radio is allowed to transmit. @Hewable range is 0 to 255 ms, with the
default being 0.

« Clear To Send Delay- Specifies a brief time delay between when an RTS
(ready-to-send) signal is received and when the €TE&ar-to-send) signal is returned. The
allowable range is 0 to 255 ms, and the default is

« Automatic Freq. Correction — Automatic Frequency Correction, is used to ceratt the
slight RF frequency drift that may occur over tiorehrough wide swings of ambient
temperature. AFC should only be enabled when operttis device as a remote, as all
remotes in the system use AFC to track the mastgos frequency. Under normal
operation, the modem is capable of compensatingnf@l frequency errors even with
this mode disabled. Enabling AFC further extendsftBquency capture range when
operating with legacy hardware that may have sicanit frequency error.

« Switched Carrier B Modems— In some networks, the Master unit is not keyed
continuously (Ckeyed), and transmits only wherag data to send to Remotes. This is
known as Switched Carrier operation. The SwitcBadier setting is only for use on
radio modems with “B” suffixes (for compatibilityith MDS x710 radios). In such
networks, the Remote radios should have the SwdtCeerier setting turned ON. The
default setting is OFF which assumes B-modem ojperatith a continuously keyed
Master. Ckey Operation only applies to Master uojitsrating full-duplex and does not
apply to packet or packet with MAC modes. When apieg continuously keyed, latency
is decreased and AFC operation on legacy remotgdmanproved. Switched carrier
operation, when low latency is not required, isoramended when operating in high
ambient conditions to reduce power consumptionterading.

« Force DCD to Asserted- Some systems require a constant Data CarriecD@CD)
signal. This setting allows the radio to be confeglito provide a DCD signal without the
need for special cabling.

Enabling Force DCD to Asserted will cause the R)XDL&N the radio interface to
wore  turn on, regardless of whether the radio is reogidata or not.

« Data Key Hold Time-out— When operating in data key mode, this parameteiges
the number of character-times the transmitter mgithain keyed for after the last character
it receives. For networks with the demand for &bignodem speed then the baud rate,
this parameter can be adjusted from 1 to 10 chensacthis parameter gives the overall
network better performance by preventing frequeytlkp and key-down sequences
between characters. This only applies to netwoiiks &l SD radios.
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« Simplex Mode— This controls whether or not the Master Statihbe running in
simplex (switched carrier) or full duplex mode. Wr@mplex is enabled, TX and RX are
switched onto a single RF interface. A Master Stawithout an internal duplexer with
with a single antenna output must have simplex neddbled.

« Dlink Mode (B Modems) - Legacy products that only support B-Modems dohave
support for Dlink. Newer products such as the MBHave the ability to support Dlink
even when using B-Modems. Depending on site-spa@fjuirements, this value may
need to be changed to ‘bypassed’ in order to watlk kegacy products. It is
recommended to leave this value set to ‘auto’ wlkere is an explicit need to change it.

¢ Rx Mute — The number of milliseconds to mute the receaftgr transmitting data.
Receive muting might be required when you configheeradio as a full-duplex polling
remote communicating through a repeater. It presstird radio from hearing its own
transmissions (‘echoes’) from the repeater, whighihcause software application errors.

« Rx Timeout Enable— When enabled, the radio will alarm if nothing leeen received
over-the-air in 'Rx Timeout Delay' minutes. Thisiaesed to detect if the receiver has
failed, or if there has been a failure with thecamia.

« Rx Timeout Delay— When ‘Rx Timeout’ is enabled, this is the numbeminutes to wait
for a received signal before raising an alarm.

« Legacy Packet Compatibility— When the radio-mode is configured for packetwitac,
enabling this option will cause the radio to operata legacy packet mode. This is not
full packet mode as found on SD radios, as then® isupport for listen-before-talk.

« Modem Receive Tolerance- Changes the receive tolerance of the modem.vEhi®
should always be set to normal unless instructethémge it by GE MDS technical
support for specific applications.

« Modem Transmit Tolerance— Changes the transmit tolerance of the modem. vidtise
should always be set to normal unless instructethémge it by GE MDS technical
support for specific applications.

 Data Device Modg(x710 mode only) — This value controls the deviebdvior of the
radio when operating in X710 mode. In DCE mode, @ilBgo high following RTS,
subject to the CTS programmable delay time. CTS K&Ode, the unit is asumed to be
controlling another radio. The radio will still kéxased onthe RTS line, but the CTS line
is used as a key-line control for an external ra@idS is asserted following the receipt of
RF data, but not until after the CTS programmaibhe thas expired. (This gives the other
radio time to key.)

« CTS Hold Time (x710 mode only) — Used in CTS KEY mode, this comthsets the
amount of time in milliseconds that CTS remainsprg after transmission of the last
character out the RXD pin of the DATA port. Thislthtime' can be used to prevent
squelch tail data corruption when communicatinghwither radios.

« RSSI out Enabled— When enabled, the current RSSI value will belalk& as a DC

voltage level on the RSSI out pin of the alarmireteodule. NOTE: This feature requires
SD NICs that are capable of generating an outpliige based on RSSI. If you attempt to
enable this feature on hardware that does not stppgou will receive an error message
preventing you from committing the changes.
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« RSSI out 0-Point— When RSSI out is enabled, this is the RSSI |éuedBm) that will
result in an output voltage of 0 mV

« RSSI out mV per dBm— When RSSI out is enabled, this is the voltagen(ifj that will
be produced for each dBm of signal strength ablogdetvel specified in rssi-out-0-point.
E.g. Given a zero point of -120dBm, and a mv-pandialue of 50mV, an RSSI of
-84dBm would result in an output of 1800mV.

Audio

Audio settings are only available for configuratiwhen the radio is configured to oper-
ate in x710 compatibility mode.

NOTE

Audio Settings

O Audio Enabled
Rx Level -10

Tx Level Auto

Tx Level -10

Emphasis
Squelch auto

“a»

Vox Enabled
Vox Threshold 0

« Audio Enabled — If enabled, the radio’s transmit functionalitifi@witch to analog
whenever PTT is asserted.

« Rx Level— Receive Audio Output Level to Modem (dBm). Reedigignal at the peak
deviation will be scaled to the specified valueliYaange is (-26> 0).

« Tx Level Auto — Automatically adjust transmit audio input lefrelm Modem.

« Tx Level — Transmit audio input level from Modem (dBm).rarismit input signal of the
specified value will translate into the specifiexhg deviation for transmit. Valid range is
(-20-> 0).

« Emphasis— When enabled, pre-emphasis is applied on therrdter and de-emphasis is
applied on the receiver. This setting is typicalbged in operation with voice radios.

« Squelch— When set to auto, the transceiver will usentsrnal squelch to enable
transmission of audio signals. When set to bypadkedransceiver will transmit all audio
signals regardless of level.

« Vox Enabled— Enables or disables the integrated VOX threshold

« Vox Threshold — The audio interface on the Master Station incafes an integrated
VOX circuit to sample the voltage produced by armmted audio device. When the
voltage exceeds a user-defined threshold, Pushlto(FPTT) is activated, resulting in the

MDS 05-6399A01, Rev. E MDS™ Master Station 63



Digital Energy
MDS

transmitter being enabled. The VOX circuit detect®ltage in the range of 0-2 Volts. A
single number in the range of 0-15 is used to desthe desired threshold level. For
example a value of 7 is approximately 1 volt.

Enabled Alarms

This configuration section controls which of theigas alarms that can be generated on the SD
NIC will be propagated up to the platform managersystem logging. All alarms default to be-
ing enabled, and should remain enabled unless ihareexplicit need to disable one.

Enabled Alarms

© Hardware Mismatch v

© Frequency Not v
Programmed

© Authorization Fault v

© Synthesizer out of Lock

RTU Simulator

The unit’s built-in RTU simulator generates randdata similar to what would be supplied by
an external RTU connected to the radio. It is udefusystem testing within the radio network
by providing realistic data to pass over the rafiannel.

RTU Simulator

© RTU Enabled v
© RTU Number 1

« RTU Enabled — Enable the built-in RTU simulator.
¢ RTU Number — The RTU number the simulator will respond to redqsiésr.

Remote SD Reprogramming

This section contains various parameters for tbadirasting of new firmware to remote SD ra-
dios. Please see section “Remote SD Reprogramrbilgiv.

Actions Tab

Force Alarm

From the Force Alarm menu, you can force the Shoranderface cards to enter a test alarm
state. To activate an alarm, select which radibtelalarm, and click the Perform action button.
An “Alarm Test” entry will be created in the Evdmig and the external alarm output status is
changed. This can be useful when testing evenirggaond propagation across a network, or
when testing equipment connected to the alarm ¢owetmitacts on the Master Station. When en-
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abled, the alarm will assert for 30 seconds, ard tteactivate. If active, it can be manually de-
activated prior to timeout by deselecting the slamnber of the radio and clicking the Perform

action button again.

" Force Alarm

Force Alarm

O Slot1
O Slot 2

Perform action

Link Test

The primary use of the Link Test is to verify tlaaspecific radio's settings are consistent with
the initiator including: Assigned frequency, unitmber setting, encryption (if enabled), etc. Al-
so collected at the same time is an indicationndf duality. All radios are always ready to re-
spond to a Link Test message. Only the initiatedjo requires configuration when using the
Link Test screen and it is only available when agiag in Packet w/MAC mode.

A summary of data statistics is displayed on tghtrside of the screen, including trans-
mit/receive packet counts, total bits, and totahbar of bit errors.

Link Test

Link Test

© Destination Address *
O Count

O Timeout

Link Test Status:

O Active
Tx Packet Count
Rx Packet Count

Total Bits

Total Bit Errors

False

o O o

Start Link Test

« Destination Address— The unit address of the other radio being tested

« Count — The number of times for the message to be seasathe radio link.
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« Timeout — The time (in milliseconds) that will result inianeout if no response is
received within that period.

Perform Failover
If the Master Station is equipped with redundantr&dios, the active radio can be manually
toggled by selecting the “Perform” action.

% The manual toggle-switch on the alarm/relay boaudtrbe in the ‘Automatic’ position
wore  for this operation to succeed. The toggle-switch avierride all software-based control
of which radio is active.

Perform Failover

Remote Management Command

The Master Station has the ability to broadcastagament commands to remote SD radios in
the network. These commands are sent to all coedeemote radios, and hence should only be
used for making network-wide changes.

Remote Management Command

Remote Management Broadcast
© Action * Reboot ;

Broadcast
Action

The following action can be specified:
« Reboot— All remote radios will reboot to the currentigtiae firmware image.

« Set Radio Mode— Change the radio mode of remote radios
(x710/transparent/packet/packet-with-MAC)

« Set Frequencies- Set the receive and transmit frequencies of temaalios.

« Set Modem Type— Change the configured modem of remote radios.

« Set Transmit Tolerance— Change the configured transmit tolerance of temadios.
« Set System ID- Change the configured system ID of the remalesa

- Enable Bridge— Enable or disable Ethernet bridging on rematiéosa

« Enable Encryption — Enable or disable OTA encryption on remote radio

66 MDS™ Master Station MDS 05-6399A01, Rev. E



Digital Energy
MDS

« Set Payload Encryption Phrase- Change the payload encryption phrase on remote
radios.

« Set Dlink Encryption Phrase— Change the Dlink encryption phrase on remot®sad
(Only used in transparent mode)

« Set SCD- Change the Soft Carrier Dekey value on the remamti®s.

« Repeater Network Change- Change remote parameters that may need to bigawed
when running in a network which uses a MDS™ MaStation as a repeater.

% With the exception of the reboot command, theserEwill cause permanent loss in
connectivity to the Master Station until the copasding configuration changes are
made to the Master Station itself.

NOTE

Remote SD Firmware
Please see section “Remote SD Reprogramming” below.

RF Key Test

Using the RF Key Test action, the active radio lsamanually keyed (transmitter enabled) or
de-keyed (transmitter disabled). This may be usehdn diagnosing signal-strength on a remote
receiver.

RF Key Test

© Key Radio

Spectrum Analyzer

A unique feature of the transceiver is the abtlitywiew the RF spectrum above and below the
operating frequency using its built-in Spectrum @r.eOften, this can assist in diagnosing the
cause of interference, or to view other signals gear operating frequency. To use the Spec-
trum Graph, you must first specify a center frequyeaind a scan width. The center frequency is
the frequency that you wish the spectrum displdyet@entered on. The span frequency defines
the width of the overall spectrum to be examined.

Once the correct values have been entered, switchhy sliding the on/off switch. The graph
will automatically refresh itself every 5 seconde.stop scanning, turn the on/off switch off.
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Spectrum Analyzer

931.8 932.0 932.2 932.4 932.6

Remote SD Reprogramming
OTA Reprogramming Overview

This feature is for reprogramming SD remote radioly. This will not reprogram other
wore  Master Stations on the network.

The “Root” is the central location from which palyj originates. Other locations in the network
should be designated as “Nodes” which are the vexgstations. Over-the-air firmware up-
grades should always be initiated from the Roots €nhsures that all radios in the network will
be properly updated.

The Master Station broadcasts a series of messageg or more remote nodes to accomplish
the reprogramming process. The “broadcast” methased to program the greatest number of
radios in the shortest amount of time; however Mlaster Station remains unaware of the num-
ber or success of downstream radios participatimgprogramming.

During reprogramming, the status of the reprogramgmwill be available on all the radios par-
ticipating in the process. Because the initiatdbre@adcast-only” this status can only indicate
progress toward sending out of all of the messagrghe nodes, the progress toward comple-
tion of reception of reprogramming information nslicated.

Receiving stations can automatically reboot tortée image after successful reprogramming.
Alternatively, there is an OTA reboot command et be broadcast from the Master Station to
all receiving stations. This last option instruitts receivers to reboot to a specific firmware re-
vision if available, and not already running att tievision.

Reprogramming Parameters

The setting for over-the-air reprogramming are tbunder the “Advanced Config” tab on the
web Ul.
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Reprogramming Parameters
© Channel Usage passive H
©® Block Size 512
© Auto Reboot
© Packet Size 40
© Retry Count 3
© Download Delay short B

« Channel Usage- Set to either Intrusive or Passive as desired.

- Passive (Non-intrusive)operation “piggy-backs” reprogramming data onto-no
mal payload data streams, thus allowing payload ttatontinue uninterrupted,
but will be slower than intrusive operation. Thisahe requires payload data to be
sent so that the reprogramming data can be caBeslTable 5-3 for reprogram-
ming times.

- Intrusive operation means that the payload application wakde interrupted
while programming data is sent over the air. Thithe fastest method of pro-
gramming radios over the air, but it comes at th& of interruptions in the pri-
mary use of the radio network. For best resultsg galling should be stopped
during Intrusive Reprogramming. See Table 5-4 émrogramming times.

« Block Size— Sets the overall block size (in bytes) of eaatagacket. Default setting is
512.

« Auto-Reboot— When enabled, the remote radios will automdsicaboot after a
firmware image upgrade. If disabled, the newly Eddnage will not become valid until
the remote radio is rebooted manually.

« Packet Size- Specifies the size of the reprogramming dat&gtac Default size is 40.

« Retry Count — Specifies the number of times each transmigsiogpeated. Default
setting is 3. Decreasing this value will decreagagramming times, but increase the
chance of a remote radio not properly receivingekpt.

« Download Delay— Introduce a time delay before reprogrammingteglypically, it is
set to Short, but may be increased incrementallydbgcting one of the extended delay
times from the drop-down box (Short, Medium, LoNgnhe)
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Table 5-3. Approximate Reprogramming Times - Passiv. e Mode

Modem Speed (bps) |Approximate Time Required

4800 6 hours
9600 1 hour, 30 minutes
19200 1 hour, 30 minutes

Radio assumptions Signal strength -85 dBm or stronger, Packet Si@eBlock Size:
vore 512, Retry: 3, Download Delay: Short.

Polling assumptions Serial polling with 1-second poll time, sendigndom data at
50-100 bytes. Slower polling times will significnincrease completion time.

Table 5-4. Approximate Reprogramming Times - Intrus  ive Mode

Modem Speed (bps) |Approximate Time Required

4800 1 hour, 30 minutes
9600 30-45 minutes
19200 20-25 minutes

% Radio assumptions Signal strength -85 dBm or stronger, Packet Si@eBlock Size:
wore 512, Retry: 3, Download Delay: Short

Polling assumptions Polling should be temporarily suspended while Q€arogram-
ming is active.

Start Reprogramming
When ready to reprogram the SD firmware, click$t@t Reprogramming action.

Remote SD

Reprogram Remote SD Devices

© File Source * From Local File

A
v

© Local File * + Select File

« File Source— There are many file transfer protocols suppoeietect Local File to upload
directly from your browser, or HTTP / FTP / SFTIPHTP to have the MDS™ Master
Station retrieve the file from a remote server.

« Local File (Browser Upload) — Click the “Select File” to clsmoa file, and press “Begin
Reprogramming”

« URL (HTTP only) — Enter a valid URL (elgtp://192.168.1.1/file.mpkpointing to the
firmware.

 Server Address(All) — Use this field to enter a valid IP addréssthe host computer
(where file to be transferred resides).
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- File Path (TFTP/SFTP/FTP) — This field is used to enterdkact name of the file and
path to be imported.

« Block Size(TFTP) — The TFTP block size to use when transfgrthe file. Default is
1024.

« Port (TFTP) — The TCP port that the TFTP server is atpeg on.
« User Name(SFTP/FTP) — The user to connect to the SFTP/EfWes as.
« Password(SFTP/FTP) — The password for the SFTP/FTP server.

 Control Port (SFTP/FTP) — The TCP port that the SFTP/FTP sesvaperating on.
Default is 22 for SFTP and 21 for FTP.

 Data Port (FTP) — The TCP port that the FTP server useddta connections. Default is
20.

« Timeout (All) — Determines the amount of time (in secorths) the radio should wait for
server to respond. The default setting is 30 sexand will not normally require any
change.

When the above fields have been set and you adlg tedoad a new file, click the Begin Re-
programming button to begin reprogramming. To vibe current status of the remote repro-
gramming operation, navigate to the sdms interéaatis page.

Cancel Reprogramming

During the reprogramming operation the user hasligy to cancel reprogramming at any
time either on the Master Station, which will affed radios, or on individual receiving stations.
Note that cancelling reprogramming at the Mastati&@t results in all radios in the network
having only one (instead of two) applications pesgmed in their image banks. That is, the “in-
active” image (which was only partially upgradedl e corrupt and unusable until repro-
grammed at a later time.

Reprogramming Status
Once reprogramming has begun, the current reprognagnstatus will appear beneath the
“Cancel Reprogramming” button.

Reprogramming Status

©® Current State cancelled

© Details Cancelled reprogramming
of remote SD firmware

© Percent Complete 0%

Monitoring

Statistics
I nterfaces = sdms =2 Status = Statistics
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Statistics

© Discontinuity Time* Thu, 23 Jul 2015 17:34:26 every seconds
GMT

9 In Octets 0

® In Unicast Pkts 0

9 In Multicast Pkts 0

® In Discards 336

© In Errors 0

8 Out Octets 4718384

©® Out Unicast Pkts 41756

9 Out Discards 0

©® Out Errors 0

« Discontinuity Time — The time on the most recent occasion at whichas@yor more of
this interface’s counters suffered a discontinoitynterruption of service.

« In Octets — The total number of octets received on the fiatey, including framing
characters.

« In Unicast Pkts — The number of packets, delivered by this sulefléy a higher
(sub-)layer, which were not addressed to a multicebroadcast address at this sub-layer.

« In Multicast Pkts — The number of packets, delivered by this suleflday a higher
(sub-)layer, which were addressed to a multicagtess at this sub-layer.

« In Discards — The number of inbound packets which were chtsé&® discard even
though no errors had been detected to preventlibeig deliverable to a higher-layer
protocol. One possible reason for discarding sugacket could be to free up buffer
space.

« In Errors — For packet-oriented interfaces, the numberlobumd packets that contained
errors preventing them from being deliverable togher-layer protocol.

« Out Octets— The total number of octets transmitted out efittierface, including
framing characters.

« Out Unicast Pkts— The total number of packets that higher-levetquols requested be
transmitted and which were not addressed to a cagltior broadcast address at this
sub-layer, including those that were discardedobisent.

« Out Discards— The number of outbound packets which were chtsee discarded even
though no errors had been detected to preventlikaig transmitted.

« Out Errors — For packet-oriented interfaces, the number ta@und packets that could
not be transmitted because of errors.
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Performance
I nterfaces = sdms 2 Status = Performance

Performance

@ Measured RF Power every seconds

0 signal to Noise
9O RssI

» Measured RF Power— Read-only indication of the measured RF outputgy (in dBm).

« Signal to Noise (SNR}- Read-only indication of the signal-to-noiseaatf the received
signal.

« RSSI- Read-only indication of the measured receivgdadistrength (in dBm).

IPv4 / IPv6
IPv4
8 MTU 1500
Address
Search x > = ® QL
P Origin
Table iz empty
Neighbor
Search x > = @ | Q  F
P Link Layer Address Origin State
Table iz empty
IPvE

5.10 SD-x/0/0 Interfaces

Configuration for each SD Radio Modules is donetk@aSDMS interface. Each individual in-
terface provides statistics for serial, IP paylaad MAC that could be helpful in a debugging
situation.

General
I nterfaces - sd-x/0/0 = Status/ General
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sd-1/0/0 Interface =

J Status ‘ Basic Config

General

O Type* every seconds

©® Admin Status*

® Oper Status*
O IF Index*

Statistics

This screen is read-only and displays the stattiseoSD NIC interface.

Statistics

I nterfaces = sd-x/0/0 2> Status/ Statistics

Sd Statistics

This section will contain statistics on the MAC, M®orts, and IP Payload (1-3).

Statistics

@ Discontinuity Time* Thu, 23 Jul 2015 17:34:26 every seconds
GMT
Sd Statistics

Com 1 Tx Bytes 0

Com 1 Rx Bytes 0

Com 2 Tx Bytes 0

Com 2 Rx Bytes 0

Pmux Tx Packets 48879

Pmux Rx Packets 224

Com 1 Tx Packets 0

Com 2 Tx Packets ]

Eth Tx Packets 48679

« Discontinuity Time - The time on the most recent occasion at whighas@ or more of
this interface’s counters suffered a discontinoitynterruption of service.

« Com 1 Tx Bytes— The total number of transmitted bytes on the QQddrt.
« Com 1 Rx Bytes— The total number of received bytes on the CORli. p
« Com 2 Tx Bytes— The total number of transmitted bytes on the QQudrt.
« Com 2 Rx Bytes- The total number of received bytes on the COBI2.p
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« Pmux Tx Packets— The total number of data packets transmitted.

« Pmux Rx Packets- The total number of data packets received.

« Com 1 Tx Packets- The total number of transmitted packets on t&&T port.

« Com 2 Tx Packets- The total number of transmitted packets on t&&2 port.

« Eth Tx Packets— The total number of transmitted packets on tiveBet port.
IP Payload (1, 2 or 3) Statistics

IP Payload 1 Statistics

Tx Packets

Rx Eth Bytes

Rx Eth Packets

Tx Eth Bytes

Tx Eth Packets

Rx Radio Bytes

Rx Radio Packets

Tx Radio Bytes

Tx Radio Packets

Rx Radio Failed Bytes
Rx Radio Failed Packets
Tx Eth Failed Bytes

Tx Eth Failed Packets

[ o o Y s o o o Y s o T N [ o

TCP Keepalive Timeouts

« Tx Packets— Total number of transmitted packets.

« Rx Eth Bytes— Total number of received bytes on the Ethernet.

« Rx Eth Packets— Total number of received packets on the Ethernet

« Tx Eth Bytes— Total number of transmitted bytes on the Etherne

« Tx Eth Packets— Total number of transmitted packets on the Hidter

« Rx Radio Bytes— Total number of received bytes through the radio

« Tx Radio Bytes— Total number of transmitted bytes through tltbaa

« Tx Radio Packets— Total number of transmitted packets throughréuio.

« Rx Radio Failed Bytes— Total number of received bytes failed through riddio.

« Rx Radio Failed Packets- Total number of received packets failed throtighradio.
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« Tx Eth Failed Bytes— Total number of transmitted bytes failed onHEtieernet.
« Tx Eth Failed Packets —Total number of transmitted packets failed on theeEnet.
« TCP Keepalive Timeouts —-Total number of TCP Keepalive Timeouts by the radio

MAC Statistics

MAC Statistics

MAC Tx Frames 15057577
MAC Rx Frames 448

MAC Checksum Fails 0

MAC Tx Data Frames 48879
MAC Tx Contention 15008251
Frames

MAC Tx Contention 224
Grants

MAC Tx Contention 0
Requests

MAC Rx Data Frames 224

MAC Rx Contention 0

Grants

MAC Rx Contention 224
Requests

MAC Retries 0

MAC Acknowledgements 0

MAC Ttl Expirations 0

« MAC Tx Frames — Total number of transmitted frames on the MAC.

« MAC Rx Frames — Total number of received frames on the MAC.

« MAC Checksum Fails— Total number of checksum failures on the MAC.

« MAC Tx Data Frames — Total number of transmitted data frames on t#&CM

« MAC Tx Contention Frames — Total number of transmitted contention frameshmn
MAC.

« MAC Tx Contention Grants — Total number of transmitted contention grantshan
MAC.

« MAC Tx Contention Requests— Total number of transmitted contention requestthe
MAC.
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« MAC Retries — Total number of retires on the MAC.

« MAC Acknowledgements— Total number of MAC frames acknowledged by tbeeas
point. (when operating as a remote)

« MAC TTL Expirations — Total number of frames dropped due to expinegtio-live
counters.
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6.0 MASTER STATION MODULES

The available modules are listed below and desgiitvéhe following sections. To aid identifi-
cation, most modules have their 4-digit base pamtler printed on the faceplate. These are the
4 numeric digits following 03- prefix.

Table 6-1. Available Modules

Identifier Item Description

6755 100-220V AC Power Supply Module 100-220 VAC, 50/60 Hz. 120W Max AC Power Supply
Module. Spare power supply can be used in either of two
power supply slots of the MDS™ Master Station.

6834 Platform Manager Module Provides management and data interface functions.
6837 Duplexers Spare duplexer in tray wired for MDS™ Master Station.
6843 +/- 12-36 V DC Power Supply Module +/- 12-36 VDC. 10 A Max. DC Power Supply Module. Spare

power supply can be used in either of two power supply slots
of the MDS™ Master Station.

6844 +/- 36-75 V DC Power Supply Module +/- 36-75 VDC. 3.5 A Max DC Power Supply Module. Spare
power supply can be used in either of two power supply slots
of the MDS™ Master Station.

6845 +/- 75-140 V DC Power Supply Module  +/- 75-140 VDC. 2 A Max DC Power Supply Module. Spare
power supply can be used in either of two power supply slots
of the MDS™ Master Station.

6846 SDM9 or SDM4 Radio Module Full duplex SD-compatible radio module.
6847 Redundant Alarm/Relay Module Active radio relay and alarm/audio interface.
6848 None-Redundant Alarm Module Non-redundant—Alarm and audio interface.

6.1 AC Power Supply Module

Figure 6-1 AC Power Supply Module
(Part No. 03-6755A02: 110/220 VAC)
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Table 6-2. 6755 AC Power Supply Module Specificatio ns

Supply Type SMPS AC to DC

Input Voltage Range 100-264 VAC

Output 24 VDC, 4.0A

Line Frequency 50-60Hz

Power Consumption 120W, Maximum

Protection Integrated thermal protection, short circuit protection,

internal non-serviceable fuse

Ambient Temperature range Full capacity from -30°C to +60°C.
CSA certified operating range -30°C to +39°C.

1'[1]J[H 3 Master station power supply modules are field regadle units that can

be removed from an operating systsmong as the input power source to the module
being replaced has been disconnected. Refer to Section 7.4 Replacing Modules for infor-
mation on removal and installation.

/' [1h[H 38 When installing AC Power Supply modules, torquetbscrews to 10
in-Ibs to insure optimum heat transfer throughiedrcontact connector on the rear of the
unit.

6.2 DC Power Supply Module

Figure 6-2. DC Power Supply Module

Including:  03-6843A01: +/- 12-36 VDC
03-6844A01: +/- 36-75 VDC
03-6845A01: +/- 125 VDC
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Table 6-3. DC Power Supply Module (6843, 6844, 6845 ) Specifications:

Supply Type SMPS DC to DC

Input Voltage Range +/-36-75 VDC, input is isolated from ground
+/-12-36 VDC, input is isolated from ground
+/-75-140 VDC, input is isolated from ground

Output 24VDC, 4.0 A

Line Frequency DC Input only

Power Consumption 120W, Maximum

Protection Integrated thermal protection, short circuit protection, internal fuse

Ambient Temperature range  Full capacity from -30°C to +60°C
CSA Certified operating range -30°C to +50°C

ACAUTION Master station power supply modules are field regddle units that

can be removed from an operating syssertong as the input power
sour ce to the module being replaced has been disconnected. Refer to Section 7.4 Replacing
Modules for information on removal and installation

DC power supply modules are available for seveftdrént input
ACAUTION ranges. These modules have interchangeable consiediake sure

the supply is within the rating for the module aikd.

[777F 777 \When installing DC Power Supply modules, torquenthscrews to 10
in-bs to insure optimum heat transfer through riredrcontact con-

nector on the rear of the unit.

6.3 Platform Manager Module

Figure 6-3 Platform Manager Module
(Part Numbers 03-6834AxXx)

The Platform Manager module is an orbit based mamagt processor that provides Ethernet
and serial connectivity to radio cards connectetherMaster Station backplane. This module
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features a 10-port Ethernet switch and USB hulb&mkplane connectivity to a number of radio
modules.

The Platform Manager module does not support happable field re-
placement; power must be removed from the systdordoeemoval or installation of this
device. Refer to Section 7.4 Replacing Modulesrtarmation on removal and installa-
tion.

The Platform manager is available with and withG&S for time of day and synchronization
purposes for future radio module offerings. Whesteoed with WiFi, the Platform Manager
module may be configured using a tablet, smartphonether WiFi enabled web device.

The Interfaces on the front panel of the Platforanislger are described below. Note that the
small connector on the bottom right, just abovepie number, is currently unused.

Platform Manager LED Indicators

The Platform Manager has BLUE LEDs to indicate fBtat Manager power on, system initiali-
zation, and Master Station alarm status. The beha¥ithese LEDs is described below.

Table 6-4. Platform Manager LEDs

LED Name Behavior Meaning
PWR BLUE Power Applied

FLASHING System Initialization

BLUE Pre-boot Validation or System Initialization
ALARM FLASHING BLUE Master Station Alarm

OFF No Alarm

Ethernet Interfaces

The Ethernet interfaces have built-in MDIX (autmsi@g) capability, allowing either a
straight-through or crossover cable to be used.

12345678

Figure 6-4. Ethernet Port (RJ-45) Pinout
(Asviewed from the outside)

Table 6-5. Ethernet Interface Pin Descriptions

Pin Functions Ref.

1 Transmit Data (TX) High
2 Transmit Data (TX) Low
3 Receive Data (RX) High
4 Unused

5 Unused

6 Receive Data (RX) Low
7 Unused

8 Unused
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COML1 Interface

COM1 supports the RS-232 serial data format at serial iddes of 300, 1200, 2400, 4800, 9600,
19200, 38400, 57600, and 115200 bps (asynchrondyks o

12345678

T

Figure 6-5 COM1 Connector (RJ-45)
(As viewed from outside the unit)
% COM1 is hard-wired as a DCE device.

NOTE

Table 6-6. COM1 Pin Descriptions

Pin Radio Input/ ; P
Pin D t
Number Output in escription

1 ouT DSR (Data Set Ready)

2 ouT DCD (Data Carrier Detect/Link) —A high indicates
signal received.

3 IN DTR (Data Terminal Ready)

4 -- Ground —Connects to ground (negative supply
potential) on chassis.

5 ouT RXD (Received Data) —Supplies received data to the

connected device.

Ground —Connects to ground (negative supply
potential) on chassis.

6 IN TXD (Transmitted Data) —Accepts TX data from the
connected device.

7 ouT CTS (Clear-to-Send) —Can be used for flow control or
as an output to key another connected radio.

8 IN RTS (Request-to-Send) —Can be used for flow control
or to key the transmitter.

COMZ2 Interface

Thecomz2 port supports the RS-232 or RS-485 serial datadbanserial data rates of 300,
1200, 2400, 4800, 9600, 19200, 38400, 57600, aBaAA bps (asynchronous only).

Pin Descriptions—RS-232 and RS-485
Pin descriptions for theom2 data porin RS-232 mode and RS-485 modes are provided below.
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% In addition to RS-485 mode, the radio is capablep&rating in RS-422 mode. Config-
ure the port for RS-485 but follow the RS-422 wirisrrangements shown in below un-
der COM2 RS-485 and RS-422 Wiring Arrangement.

12345678

T

Figure 6-6. COM2 Connector (RJ-45)
(Asviewed from outside theradio)
% COMz2 is hard-wired as a DCE device.

NOTE

NOTE

Table 6-7. COM2 Pin Descriptions —Radio in RS-232 Mode

Pin Radio ) o
Number |nput/ Pin Descrlptlon
Output

1 - Reserved—Do not connect

2 - Reserved—Do not connect

3 - Reserved—Do not connect

4 - Ground —Connects to ground (negative supply potential)
on the radio’s PC board.

5 ouT RXD (Received Data) —Supplies received data to the
connected device.

6 IN TXD (Transmitted Data) —Accepts TX data from the
connected device.

7 ouT CTS (Clear-to-Send)

8 IN RTS (Request-to-Send)

Table 6-8. COM2 Pin Descriptions —Radio in RS-485 Mode

Pin Radio
Number  Input/  piy pescription
Output

MDS 05-6399A01, Rev. E MDS™ Master Station 83



Digital Energy
/ MDS

Table 6-7. COM2 Pin Descriptions —Radio in RS-232 Mode

Pin Radio ) o
Number |nput/ Pin Descrlptlon
Output
1 - Reserved—Do not connect
2 - Reserved—Do not connect
3 - Reserved—Do not connect
4 - Ground —Connects to ground (negative supply potential) on

the radio’s PC board.

5 IN TXD+/TXB (Transmitted Data +)— Non-inverting receiver
input

6 OUT  RXD+/RXB (Received Data +)—Non-inverting driver output.

7 IN TXD-/TXA (Transmitted Data -)— Inverting receiver input

8 OUT  RXD-/RXA (Received Data -)— Inverting driver output.

COM2 RS-485 and RS-422 Wiring Arrangement

- RXD+/RXB and RXD-/ RXA are data received by thdio and transmitted

- RXD+/ RXB is positive with respect to RXD—/ RXAh&n the line input is a “0”

- TXD+/TXB and TXD-/ TXA are data sent to the radd be transmitted

- TXD+/ TXB is positive with respect to the TXD— XA when the line output is a “0”

Table 6-9. EIA-422 4-Wire Connections

External DB-9 COM2
TXD- 2|7 TXD-
RXD- 38 RXD-
RXD+ 716 RXD+
TXD+ 8|5 TRD+

Table 6-10. EIA-485 2-Wire Connections

External DB-9 COM2
TXD- 2 | RXD-/TXD-
RXD- 3
RXD+* 7| pxp+/TXD+
TXD+ 8

Mini USB Interface

The USB Interface follows standard Mini-USB wiriagd protocol. This interface can be used
to access a command line user interface when ctetheca computer USB port and the GE
provided driver is installed. Refer to “Mini USBhd?age 23 for more information.
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WiFi Antenna Interface (Optional)
Integrated WiFi is a future option.

GPS Antenna Interface (Optional)
Integrated GPS is a future option.

6.4 SD Master Radio Modules

Figure 6-7. SD Radio Module
(Part No. 03-6846A01-xx)

The SD Master Radio Modules are field replacedisée swappable, full duplex radios offering
narrowband communications. Current offerings ineludriants that span 800-960MHz.

Master station Radio modules are field replaceabt&hot swap-
pable. Refer to Section 7.4 Replacing Modddgsnformation on removal and in-
stallation.

When installing Radio Modules, torque thumbscrewa in-Ibs
to insure optimum heat transfer through thermatacconnector on the rear of the
unit.

SD Master Radio Module LED Indicators

The SD Radio Modules have bi-color green/red LEDimdicate power, alarm, and ac-
tive/standby status as shown in the table belowe BEDs to indicate receiver transmit and re-
ceive are also provided.
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Table 6-11. SD Radio Module LEDs

LED Name Behavior Meaning
GREEN Power applied
FLASHING RED Alarmed radio
PWR/ALARM FLASHING GREEN Radio power-up
Alternating with ACTIVE  Firmware is updating
GREEN Active
ACTIVE OFF Standby
Alternating with PWR Firmware is updating
TX BLUE Transmitting
RX BLUE Receiving

SD Master Radio Module RF Interface

SD Radio Modules include keyed RF Connectors famtftonnection to either an Alarm/Relay
Module, if used in a redundant system, or to tbatfof the duplexer tray if used in a
non-redundant system. Different cables are usedé¢h case. Systems assembled by the factory
come pre-wired using the appropriate cabling. plaeing a module, use the cables provided
with the original system. For more information retie@ the appropriate section below for the spe-
cific Radio Module.

SDM9 Radio Module — 900MHz

The SDM9 is an SD Master Radio Module with sevesalants to accommodate different fre-
quency bands. Current offering is the SDM9C whigpports 928-960MHz. Refer to the table
below for detailed information about this transeeiv

Table 6-12. 6846 SDM9 Radio Module Specifications

820-870MHz (Pending)
Frequency Band 880-915MHz (Pending)

928-960MHz (SDM9C)

Full

Half Duplex, Switched Carrier

Duplex Modes Half Duplex, Single Carrier (Simplex)

Half Duplex modes may operate using software enabled integrated
T/R switch for installations that do not require a duplexer.

Transmit Power +40dBm, Maximum. Software programmable from _+30 to +40dBm
in 1dB steps.

Receive Noise Figure <6dB

Adjacent Channel Rejection 60dB typical (EN300-113)

Power Consumption 60W, Max, at full duplex with continuous transmit, +40dBm

Antenna Connector Dual FAKRA-SMB

SDM4 Radio Module - 400 MHz

The SDM4 is an SD Radio Module with variants tocmmodate different frequency bands.
Current offering includes the SDM4B which supp@®9-450MHz and the SDM4C which sup-
ports 450-512MHz. Refer to the table above for itkgtanformation about this transceiver.
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Table 6-13. 6846 SDM4 Radio Module Specifications

400-450MHz (SDM4B)
450-512MHz (SDMA4C)

Frequency Band

Full
Half Duplex, Switched Carrier
Duplex Modes Half Duplex, Single Carrier (Simplex)

Half Duplex modes may operate using software enabled
integrated T/R switch for installations that do not require a

duplexer.

Transmit Power +41.1dBm, Maximum. Software programmable from

+30 to +40dBm in 1dB steps.

Receive Noise Figure <6dB with AGC at maximum gain

Adjacent Channel Rejection 60dB, minimum (EN300-113)

Power Consumption 60W, Max, at full duplex with continuous transmit,
+40dBm

Antenna Connector Dual FAKRA-SMB

6.5 Alarm and Alarm/Relay Modules

Figure 6-8 Alarm/Relay Module
(Part No. 03-6847Axx; 03-6848Axx)

There are 2 versions of the Alarm Module dependimgvhether the system is redundant or
non-redundant. The module pictured above is fonmddnt systems.

Table 6-14. Alarm Modules

Part Number  Description System Interfaces and Indic  ators

RX/TX RF Connection for Radio A, Radio B, and OUT.

Relay to switch RF OUT based on active A or B.
Redundant Toggle Switch to select active A/B or Auto

Alarm and Active LEDs

Alarm/Audio Connector

Alarm/Relay

03-6847Axx Module

Does not include RF Connections

Does not include Relay

03-6848Axx Alarm Module  Non-Redundant ) .
Does not include Toggle Switch
Alarm and Active LEDs
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Table 6-14. Alarm Modules

Part Number  Description System Interfaces and Indic  ators

Alarm/Audio Connector

Both versions of this module provide user connestifor external alarm dry contacts and four
wire audio.

m The Alarm or Alarm/Relay module doast support hot swappable field
replacement; power must be removed from the sybtdore removal or installation of
this device. Refer to Section 7.4 Replacing Modidesnformation on removal and in-
stallation.

Alarm Module LEDs

The Alarm Module includes LEDs to indicate the aetRadio Module (A or B) as well as the
presence of a Major or Minor Alarm.

Table 6-15. Alarm Module LEDs

LED Name Behavior Meaning
ALARM MAJ. RED On—Major Alarm (Master Station)
ALARM MIN. RED

On—Minor Alarm (Master Station)

On—Radio A Active

ACT A BLUE Off—Radio A Standby

On—Radio B Active

ACT B BLUE Off—Radio B Standby

Alarm/Audio Interface

The ALARM/AUDIO Interface on the Alarm/Relay modyseovides audio signaling and alarm
outputs as shown below.

AUDIO:
 4-wire audio circuits are connected to pins 1 tgiod as shown in Figure 9.
e Terminals 1 and 2 are for transmit audio input veithominal 60Q impedance.
« Terminals 3 and 4 provide receive audio output &ittominal 60@ impedance.

« Pin 5 connects to an external keying source. Stggins 5 to pin 7 can key the radio
when PTT LOW is configured in software. When PTTasfigured high in software,
pulling PTT to 3.3V keys the radio.

The interface is compatible with an external VOXaptetr, although this product features an in-
tegrated VOX circuit with digital threshold control For applications using the external VOX
adapter, 12VDC on pin 6 can be used to power thermai module.

ALARMS:
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« Terminals 8 and 9 provide solid state relay cost#tt close when a minor alarm is
detected.

« Terminals 10 and 11 provide relay contacts thadeclwhen a major alarm is detected. You
can redefine these relay contacts using the radaiftsvare (switched from minor to major
alarm outputs, or vice versa). The contacts aeglrftr non-inductive loads up to a
maximum 60 Volts (AC or DC) at 1 A.

Analog RSSI :

When enabled in software, an RSSI voltage of 0t@@responding to -120 to -70dBm is pre-
sent on this line.

+12v 6 |0 [0 |12 Analog RSSI

PTT 5 |0 |Z | 11 Major Alarm Contact
Rx Audio - 4 [ |0 | 10 Major Alarm Contact
Rx Audio + 3 |[J [ |9 MinorAlarm Contact
Tx Audio - 2 O [J | 8 Minor Alarm Contact
Tx Audio + 1 |0 | |7 Ground

Figure 6-9: Alarm/Audio Connections
(Asviewed from outside the radio)

Alarm/Relay Toggle Switch (6847 Only)

For redundant units, the Alarm/Relay module inckidenanual override toggle switch, which
can be set into one of three positions to assottiati¢gh a particular radio. The toggle switch is
locking, and must be pulled out to change positi@watch functions are as follows:

- Up— Radio A

- Down — Radio B

- Center — Automatic.

When the switch is set to Automatic, the activagasl determined by radio module presence
and alarm status.

If only one radio module is installed (A or B) &t iecommended that
the switch be set to A or B, as appropriate.

The non-redundant version of the Alarm Module dua&sinclude the Toggle Switch.

Alarm/Relay RF Connections (6847 Only)

For redundant systems, the Alarm/Relay module dedita RF Connections for both the A and B
Radio Module, and RF OUT. These are all Dual FAKBMB connectors. RF OUT is switched
between Radio A and Radio B depending on the cthyraative radio. RF OUT is normally ca-
bled to the Duplexer tray faceplate, even on systivat do not include a duplexer. Redundant
systems come from the factory already properlyezbletween the Radio Modules,
Alarm/Relay Module and Duplexer tray faceplate. @eutors are keyed to ensure proper orien-
tation.

Non-redundant systems using the 6848 Alarm Modalaat include RF Connections.
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6.6 Duplexer Tray

Current Master Station offerings always includeupxer tray whether or not an internal du-
plexer is included. This allows consistent cabfiregn either the Radio Module (non-redundant
systems) or the Alarm/Relay Module (redundant sgysjeo the faceplate of the Duplexer tray.
Wiring internal to the Duplexer Tray routes RF Sitgto the antenna connections on the back of
the Master Station as appropriate to the orderigorstion.

RF Connection to the front of the duplexer trayeatefs upon order configuration and frequency
plan.

Table 6-16. Cabling to the Duplexer Tray Faceplate

Qupercr  Fleauency  Cable | jolennaComecton oy
Internal TX>RX TX - HIGH COMBINED OUT Cable by Frequency Plan to High/Low
RX - LOW
Internal TX<RX TX-LOW COMBINED OUT Cable by Frequency Plan to High/Low
RX - HIGH
Simplex TX>RX TX - HIGH TX Software configurable single or dual
TX = RX RX - LOW RX antenna port.
TX <RX
External TX > RX TX - HIGH TX Wire TX to High always, independent
TX < RX RX - LOW RX of Frequencies

Older versions of the Duplexer Tray faceplate reathstead ofigh andrx instead ofow.

wore  In this case, for configurations with internal dexgr in which the TX frequency is lower
than the RX frequency, swap the cables on the Depléray such that TX is cabled to the
port labelled RX and RX is cabled to the port lédabTX.
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7.0 TROUBLESHOOTING

If trouble occurs with the unit, verify that it meehe basic requirements listed below. These
items should be checked prior to starting any tetaroubleshooting or calling for assistance.
All units must have:

« Adequate and stable primary power
« Secure cable and wiring connections

 Proper configuration for the application

Most radio system problems are due to the failfi@mponent®utside of the transceiv-
er—such as a poor or broken feed line or antennaestion. This section will help you deter-
mine whether the problem is outside or inside #tka and, if in the radio, how to restore opera-
tion as quickly as possible.

GE MDS does not recommend component-level repaitisa field. However, you can replace
the radio’s major assemblies without using toolsest equipment. Section 7.4 Replacing Mod-
ules covers this in detalil.

% Before starting any detailed troubleshooting, chiéekbasic requirements at both ends
wore  Of the link: primary power, secure cable connedj@and proper antenna heading. In
many cases, one of these causes poor operatiocoonglete loss of link service.

7.1 Interpreting Module LEDs

The LEDs on the front of installed modules provikeful information when troubleshooting.
Refer to Section 6.0 Master Station Modules foatked descriptions for module LEDs. Power
and alarm indicators are provided on Platform MangBage 80), Radio (Page 85), and
Alarm/Relay modules (Page 87). Radio Modules aése X/RX LEDs to show wireless activ-

ity.
Normal Operation

During normal, operation, there shouat be any Red LEDs illuminated. All illuminated LEDs
should be BLUE or GREEN.
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Table 7-1. Status LEDs — Normal Operation

PWR BLUE
Platform Manager ALARM OFE
ETH1/ETH2 Flashing with Ethernet traffic
PWR/ALARM GREEN
Active Radio Module ACTIVE GREEN
TX Flashing BLUE when transmitting
RX Flashing BLUE when receiving
PWR/ALARM GREEN
Standby Radio Module ACTIVE OFF
(if present) Y OFF
RX OFF
ALARM MAJ. OFF
Alarm Module
ALARM MIN. OFF
ACTA&ACTB One BLUE, one OFF

Exception and Alarm States

The first indication of a problem is usually amftinatedALARM LED on one or more of the
modules. The first place to look is the Alarm oah/Relay module and see if the PWR/Alarm

LED is RED.
Table 7-2. Status LEDs — Exception and Alarm States
Module LED Behavior Meaning Troubleshooting Action
Platform Manager PWR Flashing Booting / System Wait several minutes for
(BLUE) Initialization system to boot.
Platform Manager ALARM Flashing Master Station Alarm Use Device Manager to
(BLUE) determine Alarm
Radio Module PWR/ALARM Flashing Radio power up Wait several seconds for radio
GREEN to boot.
Radio Module PWR/ALARM & Alternating Radio Firmware Wait several minutes for
ACTIVE update firmware upgrade to complete.
Radio Module PWR/ALARM Flashing RED Radio Alarmed Use Device Manager to
determine Alarm
Radio Module(s) ACTIVE Both/Only No active radio in the Select Radio with A/B Toggle
Modules OFF system (Alarm/Relay Switch. Return to Auto
Module may still (Redundant System)
indicates Active Aor B)  pamove and re-seat radio
module.
Both Radio ACTIVE Both System ERROR - both  Select Radio with A/B Toggle
Modules Modules radios active Switch. Return to Auto
(Redundant  Only) GREEN (AIarm{ReIay Module Remove and re-seat one or
may still show only one 5k radio modules.
active)
Alarm Module ALARM MAJ. RED Master Station Major Use Device Manager to
ALARM MIN. or Minor Alarm. determine Alarm
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The active radio can be identified by the corresioogm LED on the alarm/relay module as well
as the active LED on the radio module. The activéig normally selected automatically. For
troubleshooting, the toggle switch can be useddaually set the active radio. Alternatively, the
switch can remain in the automatic position, aredttive radio can be selected via the SD
Manager Ul.

7.3 Technical Assistance

Factory technical assistance is available by comz&GE MDS during business hours (8:30 AM
to 6:00 PM Eastern Time). For telephone assistaiatk(585) 241-5510, or visit our website at
www.gemds.confor additional contact options.

7.4 Replacing Modules

Component-level repair of a transceiver board éfiéld is not recommended due to the com-
plex nature of the circuitry and the use of sufam®int technology throughout the radio. You
should return malfunctioning assemblies to thedigcfor authorized service center) for repair or
replacement.

One approach to field-level servicing is to havarspmodules available. Slide in modules are
easily field replaceable, including Power Supplgd®, Platform Manger, and Alarm/Relay
Modules. Internal Duplexers can also be replaceterfield. In this way, you can quickly re-
move and replace a defective assembly with a wgr&ssembly. The following instructions de-
scribe the removal and installation of these astiemb

m When installing Power Supply or Radio Modules, terghumbscrews to
10 in-lbs to insure optimum heat transfer througdrmal contact connector on the rear of
the unit.

Power Supply Modules

The two left-most card-slots on the MDS™ MastetiSteare dedicated to Power Supply Mod-
ules. To remove either of these assemblies, fissbtinect the power supply cable. Loosen the
two thumbscrews on the front of the module, th&teshe module straight out.

A Power Supply Module can be installed in eithethaf left-most slots on the Master Station. It
will not engage if an attempt is made to instaibiany other slot in the chassis. To install, align
the Module with the card guides and slide intodhassis until it engages with the backplane
connectors. Push firmly on the faceplate of the ul®tb ensure a good connection and
hand-tighten the thumb screws. The thumb screwsldhtoe further tightened to 10 in-lbs to en-
sure optimum heat transfer through thermal cortachector on the rear of the unit.

Connect the power cable first making certain thatdupply is within the rating for the power
supply module you have installed.

Table 7-3. Power Supply Modules

Module
ID
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6755 100-220 AC Power Supply Module 100-220 VAC, 50/60 Hz. 120W Max AC Power Supply Module.
6843 +/- 12-36 VDC Power Supply Module  +/- 12-36 VDC. 10 A Max. DC Power Supply Module.
6844 +/- 36-75 VDC Power Supply Module  +/- 36-75 VDC. 3.5 A Max DC Power Supply Module.
6845 ;\r/{ C|75|-140 VDC Power Supply +/- 75-140 VDC. 2 A Max DC Power Supply Module.
odule

DC power supply modules are available for sevefdrént input ranges.
ACGAUTION These modules have interchangeable connectors. Makehe supply is
within the rating for the module installed.

On a redundant unit equipped with two power sugplesupply can be removed, and a new
supply can be installed, while the unit is powesiad operational. Do not remove power supplies
whose power source is still connected and active.

Peripheral Modules — including Platform Manager, Ra  dio, Alarm, and Alarm Relay
Modules.

Peripheral slots on the Master Station includslalis between the power supply modules (on the
left) and the duplexer tray (on the right). On aBD$M™ Master Station, the peripheral slots are
populated with the following modules, from leftright: Platform Manager, Radio Module, a
second Radio Module if redundant, and an Alarm Medu Alarm/Relay Module if redundant.

To remove peripheral modules, first disconnecteshblttached to the faceplate of the module
you are removing. Label connections if necessargtember how connections are made.
Loosen the two thumbscrews on the front of the nedhen slide the module straight out,
moving other cables out of the way as necessary.

ACAUTION The Radio Module heat spreader gets very hot umol@nal operating con-

ditions. Always use caution handling recently pasdeRadio Modules.
When removing a Radio Moduldp not touch the heat spreaderlt is recommended to pull the
Radio Module out only part way, disengaging the aledrom the backplane and rear heatsink,
and then allow the Radio Module to cool for sevenalutes before removing it fully from the
chassis.

To install a peripheral module, align the moduléwthe card guides and slide into the chassis
until it engages with the backplane. Push firmlytlom faceplate of the module to ensure a good
connection and hand-tighten the thumb screws. fitnalb screws can be further tightened with a
screwdriver. Radio Modules should be tightenedtanilbs to ensure optimum heat transfer
through thermal contact connector on the reareithit. Reconnect faceplate cabling connec-
tions to other modules as necessary.

Hot Swap Redundant Modules

On a redundant unit equipped with two Power Supgied two Radio Modules, these modules
can be removed and/or installed while the unitiwgred and operational. Replacing a Power
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Supplydoes require first removing the supply input for thednte, but the alternate Power Sup-
ply can remain powered. The unit will continue fremate using a single power supply.

When removing a Radio Module on a redundant uretrecommend changing the selector
switch on the Alarm/Relay Module to lock the actraeio to A or B as appropriate before re-
moving the other Radio Module. This should be dewen if the desired radio is already active.
The manual override toggle switch is locking, angstrbe pulled out to change positions. Switch
functions are as follows:

- Up —Radio A;
- Down — Radio B;
- Center — Automatic.

Once a new Radio Module is installed, the SeledtcBvshould be returned to the Center (Au-
tomatic) position for redundant operation.

Internal Duplexer Tray

The duplexer tray can be removed by first remowng screws on the top of the chassis holding
the tray in place. Save these screws. Disconnkcalling to both the faceplate of the duplexer
and on the back of the unit. Once cabling and ssitgave been removed, push on the connectors
on the back of the unit to free the tray from thassis and then slide out the front. To install a
new tray, slide the tray in allowing the connectorpush through the back of the chassis. Use
the same screws to secure the front of the trélyg@hassis and then reconnect cabling being
careful to connect TX and RX cables from the Aldiodule to the correct faceplate connec-
tions on the Duplexer Tray.

MDS SDM4—400 MHz Notch-Type Duplexers

You can generally change the radio’s transmit fezpy up to 100 kHz without re-tuning the
duplexer. The duplexers shown in Figure 7-1. 400zNiétch Duplexer can be aligned in the
field by experienced technicians using high-quakst equipment. For assistance, contact GE
MDS Technical Support for additional details abturting.
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Figure 7-1. 400 MHz Notch Duplexer
(Adjustment generally not required for transmit changes up to 100 kHz)

[ '[1J][H 3] Duplexer alignment is a sophisticated procedureaaddplexer can be
easily damaged if not handled carefully. It is lyglecommended that you return du-
plexers needing realignment to GE MDS, or the nabduplexer manufacturer, for
alignment. In some cases, it may be more econoraalplace the unit than to have it
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realigned.

MDS SDM9—Bandpass-Type Duplexers

These duplexers (Figure 7-2. 900 MHz Bandpass Depldypically allow the transmitter fre-
quency to change up to 500 kHz without undesiredlte Since this type of duplexer cannot be
re-aligned in the field, we recommend contactirgg@E MDS Technical Support Department if
you suspect a duplexer problem or need one foifereint frequency.
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Figure 7-2. 900 MHz Bandpass Duplexer
(Adjustment generally not required for transmit changes up to 500 kHz)

7.5 Testing and Removing an Internal Duplexer

Testing

If you suspect that the internal duplexer is noictioning properly, perform the following steps
to determine if requires replacement:

1. Measure the RF power out of the antenna jack.

- If the power registers approximately +37 dBm (5te)athe internal duplexer is
probably functioning correctly (s@eble 8-1. dBm-Volts—Watts Conversion
Chart for dBm-volts-watts conversion chart).

- If the power registers significantly less than €8Mm, proceed with Step 2.
2. Locate the TX SMA connection on the front of the@lxer tray.
3. Using an adapter, connect the RF power meter t&kiv& Cable on the front of the unit
« If the power registers +39 dBm, the radio boariintioning correctly.
« If the power registers less than +39 dBm, proceiid Step 4.

4. Use the front panel to switch to the alternatednaitter and again measure the RF power
output.

- If the alternate transmitter registers +39 dBm.,ititernal duplexer probably needs
replacing.

5. Before replacing the duplexer, verify that the leghor lowest frequencies marked on the
duplexer are the same as radio’s transmit andvedeiquencies or within the nominal
operating range: 100 kHz for 400 MHz radios, and B8z for 900 MHz radios.
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Removing the Internal Duplexer

To remove the internal duplexer, follow these steps
Disconnect the antenna cables from the back ofhhssis.

Internal Duplexer Cabling - A number of differentpliexers can be installed in the ra-
wore  dio. While the physical appearance of the duplexay vary slightly, its operation and
removal remain the same.

Disconnect the SMA cables from the front of theldupr tray

Remove the two screws on the top of the unit teatie the duplexer tray into the front of the
chassis.

Carefully slide the duplexer tray out the frontleé chassis by applying pressure to the antenna
N-connectors on the rear of the unit.
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Remove four screws to remove the duplexer assefrtythe tray
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Figure 7-3. Internal Duplexer Removal

| '[1§4[H 38 Use care when removing the duplexer. Physical demaay cause detuning.
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8.0 TECHNICAL REFERENCE DATA
8.1 RF Propagation Planning

Establishing a reliable point-to-point radio lirdquires system planning and design. You should
have an understanding of the physical parametégstadg propagation. The following material
discusses these factors and will assist you irgdesy a dependable transmission path for your
radio link.

% This section is intended for use as a guidelinenyglanning transmission paths. It does

wore  Not consider all of the local conditions that maydrsesent, nor does it guarantee that
adequate signal strength will be obtained in argsystem. There is no substitute for an
on-the-air test to verify the predicted path reswind to check the overall operation of
the radio system.

To ensure a highly reliable path, a line of sigtitween both ends of the link is desirable. For
short paths (up to 5 kilometers/3.1 miles), som&rolstions might be acceptable, but the per-
formance of a blocked path is always less prediettian a clear path.

Fresnel Zone Clearance

As the distance spanned by a link gets longes,necessary to have more than just a grazing
path between the two ends; the path must cleagrthend or other obstacles by some percentage
of a Fresnel zone.

The Fresnel zone corresponds to the width or girthe radio signal. There are first, second,
and third Fresnel zones, but the first zone iothlg one that has substantial effects on signal
strength.

The first Fresnel zone can be visualized as ansivaped volume between two station antennas
(Figure 8-1). As the width of the radio wave frgets blocked by obstructions, less of the signal
can get to the receiver antenna.

In addition to blocking the signal, obstructionghe first Fresnel zone may also cause multipath
interference due to reflective and refractive sigradhs. The reflected or refracted signal might
arrive at the receiver out of phase with the ddssignal and cause a canceling effect.

LEEOF&GHT (LO&]

FRECBE Z0RE

STATDNE

Figure 8-1 Fresnel Zone Obstructions

As a matter of practice, 60 percent of the firgdfel zone must be clear of obstructions (0.6 x
F) to allow a clear, unobstructed RF path.

Remember, the first Fresnel zone calculation ig onk parameter determining path quality.
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As the distance of a communication link increa#ies clearance problem is compounded by the
earth’s curvature. Radio waves traveling throughdgl atmospheric conditions bend slightly,
which is represented by treating the earth as thaugere slightly flatter than it actually is. Ex-
perience has shown that if we consider the earétdlizis 4/3rds of its actual size, we get good
agreement between theory and measured propagesiohs:

The figure belowshows a representation of the 4/3 earth “radiozibori’ This figure shows that
under normal radio propagation conditions, a statvdh its antenna 15 meters above flat terrain
will have a radio horizon approximately 15 kilonrstaway, well beyond the visual horizon.

Earth Curvature

h
=50 4

o} 1
0'4
U}

L R L T L L - I I I P TR - L L )
O 4 6 @ 0] 2] O8] O8O ] G 4 ] G (K] (%)

Radis Harzan Ower Level Terain inKilem eters (Mles)
Figure 8-2. Antenna Height vs. Theoretical Radio Ho  rizon

Fade Margins

Variations in the temperature and humidity of the@sphere with elevation cause the signals to
bend more or less, resulting in fading at the rereiThe longer the path, the more likely that
deep fades will occur, hence the greater the faakgimrequired.

Different parts of the world have differing prop&ga conditions, which can be categorized as
favorable, average, or adverse. In general, moumigi areas have favorable propagation condi-
tions, while tropical areas and those near largkdsoof water have adverse conditions.

Calculating Path Loss

Assuming that we have satisfied the line-of-sigid &rst Fresnel zone clearance requirements,
we can calculate the path loss. At 450 MHz, the lmstween two isotropic radiators (0 dBi an-
tennas) that are 1 km apart is 86 dB. For everpliogi of distance, the loss increases by an ad-
ditional 6 dB. Knowing this, the output power (+@8m), and the receiver sensitivity, we can
calculate antenna size and tower height requiresitertover any desired distance.

Formulas for System Planning

The following standard formulas are provided faistsaince in determining system installation
parameters.

Free Space Path Loss

oz = 92.4+ 20og,,f + 20log ,,d where:

afs = free space loss in dB
d = path distance in kilometers
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f =frequency in GHz
Fresnel Zone Boundary

nd, [ d
F o= 17.3—L 2

where:

Fn = Fresnel zone boundary in meters

d: = distance from one end of the path to the Fresnel zone boundary (in kilometers)

d, = distance from the other end of the path to the Fresnel zone boundary (in kilometers)
D = total path distance (d1+d2) in kilometers

f =frequency in GHz

n = Fresnel zone, 1 (for 1st) is used here

Theoretical Signal Strength

RSSI = EIRP-0+G=Lgy
RSSI = signal strength at the receiver in dBm

EIRP = RF power output in dBm + Ga —Li

ars = free-space path loss in dB

Ga = receive antenna gain in dBi

L = receive feedline loss in dB

Ly = transmit feedline loss in dB

Gia = transmit antenna gain in dBi

Probability of System Fading
FProb = ax bx 6.0x 10 xf xd° x 10

FProb = probability of fading more than F
a = terrain factor
- 4is used for very smooth terrain, such as oveemat
- 1is used for average terrain, with moderate roaeghn
- 0.25is used for mountainous or very rough terrain
b = climate factor
- 0.5is used for a hot, humid climate
- 0.25is used for temperate or northern areas
- 0.125is used for a very dry climate
f = frequency in GHz
d = path length in km
F = fade margin in dB

(-F) /10
where:
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8.2 dBm-Volts-Watts Conversion Chart

The dBm-Volts-Watts Conversion Chart below is pdad as a convenience for determining the
equivalent voltage or wattage of an RF power exga@sn dBm.

Table 8-1. dBm—-Volts—Watts Conversion Chart

dBm V Po dBm V Po dBm mV Po dBm pv  Po
+53  100.0 200W 0 225 1.0mw -49  0.80 98 29

+50  70.7 100W -1 200 .80mwW 50 071 .01pwW 99 251

+49 640 80W 2 180  .64mw 51 0.64 2100 225 .1pW
+48 58.0 64W -3 160 .50mwW 52 057 -101 2.0

+47 50.0 50W -4 141 .40mwW 53 0.50 -102 1.8

+46 445 40W -5 125 .32mw 54 0.45 -103 1.6

+45 400 32w -6 115 .25mw 55 0.40 -104 141
+44 325 25W -7 100 .20mw 56 0.351 2105 1.27

+43 320 20W -8 090 .16mwW 57 0.32 -106  1.18

+42 280 16W -9 080 .125mW |-58  0.286

+41  26.2 12.5W <10 .071  .10mwW 59 0.251 dBm nV Po
+40 225 10W -11 .064 -60 0225 .001pW  |.107 1000
+39 200 8w -12 .058 61  0.200 2108 900

+38 18.0 6.4W -13  .050 62 0.180 109 800

+37 160 5W -14  .045 63 0.160 110 710 .01pW
+36 141 AW -15  .040 64  0.141 111 640

+35 125 3.2W -16  .0355 112 580

+34 115 25W dBm pv  Po -113 500

+33 100 2w dBm mV Po -65 128 -114 450

+32 9.0 16W -17 315 -66 115 -115 400

+31 80  1.25W -18 285 -67 100 -116 355

+30 710 1.0W 19 251 -68 90 -117 325

+29 640 800mMW |20 225 .01mW 69 80 -118 285

+28 580 640mW |21  20.0 70 71 1nW 2119 251

+27 500 500mW o> 179 71 65 2120 225  .001pW
+26 445 400mW |3 159 72 58 -121 200

+25 4.00 320mwW 24 14.1 -73 50 -122 180

+24 355 250mW |25 1238 74 45 -123 160

+23 320 200mW |26 115 75 40 -124 141

+22 280 160mwW 27 10.0 -76 35 -125 128

+21 252 125mW .28 89 77 32 -126 117

+20 225 100mW |29 g0 78 29 -127 100

+19  2.00 80mw 30 7.1 00lmw [-79 25 -128 90

+18 180 64mW 31 6.25 -80 225 .01nW -129 80 Afw
+17 160 50mw 32 58 81  20.0 4130 71

+16 141 40mw -33 50 -82  18.0 4131 61

+15 125  32mw 34 45 -83  16.0 -132 58

+14 115 25mW 35 4.0 -84 111 -133 50

+13  1.00 20mW -36 35 -85 129 -134 45

+12 .90  16mW 37 32 -86 115 -135 40

+11 .80  125mW |33 285 -87  10.0 -136 35

+10 .71 10mw -39 25 -88 9.0 -137 33

+9 .64 8mw 40 225 1uw -89 8.0 -138 29

+8 .58  6.4mw 41 20 90 7.1 .001nW  [-139 25

+7 500 5mw 42 1.8 91 6.1 -140 23 01fwW
+6 445 Amw 43 1.6 92 575

+5 400 3.2mw .44 1.4 -93 5.0

+4 355  2.5mw .45 1.25 94 45

+3 320 2.0mw -46 1.18 -95 4.0

+2 280 1.6mw -47  1.00 96 351

+1 252 1.25mW |48 0.90 97 32
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9.0 GLOSSARY OF TERMS & ABBREVIATIONS

If you are new to wireless data systems, someeofdtms in this guide may be unfamiliar. The
following glossary explains many of these terms eawd prove helpful in understanding the op-
eration of the Master Station. While some entri@y mot appear specifically in the text of this
manual, they are included to promote a more completlerstanding of wireless data networks,
both of current and legacy design.

Active Messaging—This is a mode of diagnostic gathering that magriupt payload system
polling communications (contrast wigassive messaging). Active (or intrusive) messaging is
faster than passive messaging because it is nehdept upon the RTU polling cycle.

Antenna System Gair—A figure, normally expressed in dB, representimg power increase
resulting from the use of a gain-type antenna.e8ysosses (from the feedline and coaxial con-
nectors, for example) are subtracted from thisrégo calculate the total antenna system gain.

BER—BIt Error Rate.

Bit—The smallest unit of digital data, often represdrity a one or a zero. Eight bits (plus start,
stop, and parity bits) usually comprise a byte.

Bits-per-second—SdaPS.

BPS—Bits-per-second. A measure of the informationdfanrate of digital data across a com-
munication channel.

Bridging—(see Ethernet Bridging).
Byte—A string of digital data usually made up of eiglata bits and start, stop and parity bits.
Ckeyed—Pertains taontinuously keyed Master stations (full-duplex).

CLI—Command Line Interface. A method of user contrbere commands are entered as
character strings to set configuration and opeggt@rameters.

CTS—Clear to Send.

Decibel (dB}—A measure computed from the ratio between twodaigvels. Frequently used
to express the gain (or loss) of a system.

Data Circuit-terminating Equipment—SBEE.

Data Communications Equipment—32€E.

Data Terminal Equipment—S&¥TE.

dBi—Decibels referenced to an “ideal” isotropic radiah free space. Frequently used to ex-
press antenna gain.

dBm—Decibels referenced to one milliwatt. An absoluté used to measure signal power, as
in transmitter power output, or received signatsgth.

DCE—Data Circuit-terminating Equipment (or Data Commeations Equipment). In data
communications terminology, this is the “modem’esaf a computer-to-modem connection.
The transceiver described in this manual is harehivais a DCE device.

Digital Signal Processing—S&sSP.

DLINK —Data Link Mode. This is a GE MDS-proprietary pradbused when the transceiver is
in diagnostics mode.
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DSP—Digital Signal Processing. The transceiver’'s DSEhe core operating unit of the trans-
ceiver through which nearly all functions depend.

DTE—Data Terminal Equipment. A device that providetada the form of digital signals at its
output. Connects to the DCE device.

ETH—ADbbreviation for Ethernet.

Ethernet Bridging—A mode of operation for the transceiver wherertdato decides whether
messages are handled locally or sent intact owegith

Fade Margin—The greatest tolerable reduction in average redesignal strength expected
under most conditions. Provides an allowance fduced signal strength due to multipath fad-
ing, slight antenna movement or changing atmosphesses. A fade margin of 20 to 30 dB is
usually sufficient in most systems.

FPGA—Field Programmable Gate Array.

Frame—A segment of data that adheres to a specificgat@col and contains definite start
and end points. It provides a method of synchragiziansmissions.

Gate—An operating mode of the transceiver with respecdiagnostic/management activities.
See also NODE, PEER, and ROOT.

Hardware Flow Control—A transceiver feature used to prevent data buafferruns when
handling high-speed data from the RTU or PLC. Winenbuffer approaches overflow, the radio
drops the clear-to-send (CTS) line, which instralsesRTU or PLC to delay further transmission
until CTS again returns to the high state.

Host Computer—The computer installed at the master unit, whishtiols the collection of da-
ta from one or more remote sites.

I/O—Input/Output.
IP—Internet Protocol.

Intrusive Diagnostics—A mode of remote diagnostizg queries and commands radios in a
network with an impact on the delivery of the systpayload” data. SeActive messaging.

LAN —Local Area Network.
LED—Light Emitting Diode.

Latency—The delay (usually expressed in milliseconds) eetnwhen data is applied to the
TXD pin at one radio, until it appears at the RXiD of another radio.

Listen Before Transmit—A collision avoidance mechanism that attemptditimatransmission
only when the channel is clear.

mA—Milliamperes (current flow). 1000 mA = 1 Ampere.
MAC —Media Access Control.

NIC: Network Interface Card. This is another nameliermodules that are selectively included
in the product based on order entry.

NX915: A GE MDS NIC module supporting unlicensed operaab 900 MHz

MAS—Multiple Address System. A radio system whererared master unit communicates
with several remote stations for the purpose diggatg telemetry data.

Master (Station}—Radio which is connected to the host computas. the point at which poll-
ing enters the network.

Multiple Address System—S&édAS
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Network-Wide Diagnostics—An advanced method of controlling and interrogg@E MDS
radios in a radio network.

Node—An operating mode of the transceiver with respectiagnostic/management activities.
See also GATE, PEER, and ROOT.

Non-intrusive diagnostics—Sé&assive messaging.
OTA—Over-the-Air.
PA—Power Amplifier.

Packet Radie—A transmission scheme in which data elements ssembled into units, that are
consecutively numbered and error-checked at the eitransmittal. Errored packets result in
retry requests from the receiving station.

Passive messaging This is a mode of diagnostic gathering or reprograng that does not in-
terrupt payload system polling communications. D@sdic/reprogramming data is sent/collected
non-intrusively over a period of time; polling magss are carried with payload system data
(contrast withactive messaging).

Payload data—This is the application’s communication data whikent over the radio net-
work.

Peer—An operating mode of the transceiver with respectiagnostic/management activities.
See also GATE, NODE, and ROOT.

Point-Multipoint System—A radio communications network or system designél a central
control station that exchanges data with a numbegroote locations equipped with terminal
equipment.

Poll—A request for data issued from the host computem@aster PLC) to a remote radio.

PLC—Programmable Logic Controller. A dedicated micom@ssor configured for a specific
application with discrete inputs and outputs. h sarve as a host or as an RTU.

PPM—Parts per Million. Typically used to specify admnce rating for an operational parame-
ter.

Programmable Logic Controller—SeeC.
Remote (Station}—A radio in a network that communicates with aroagged master unit.
Remote Terminal Unit—SeeTU.

Redundant Operation—A station arrangement whetwo transceivers and two power supplies
are available for operation, with automatic switnrer in case of a failure.

Root—An operating mode of the transceiver with respectiagnostic/management activities.
See also GATE, NODE, and PEER.

RTS—Request-to-send.

RTU—Remote Terminal Unit. A data collection devicetatled at a remote radio site. An in-
ternal RTUsimulator is provided with the transceiver to isolate fatt®ither the external RTU
or the radio.

RX—Abbreviation for “Receive.” See also TX.

SAF—Store and Forward. An available feature of theaadhere data is stored by a designated
Remote, and then retransmitted to a station beglmmdommunication range of the AP.

Signal-to-Noise Ratio-See SNR.
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SCADA—Supervisory Control And Data Acquisition. An ovietarm for the functions com-
monly provided through an MAS radio system.

SCEP (Simple Certificate Enroliment Protocol):A scalable protocol for networks based on
digital certificates, which can be requested bysigsathout the need for assistance or manual
intervention from a system administrator.

SNR—Signal-to-Noise ratio. A measure of how well ansibis being received relative to noise
on the radio channel.

SSH: Secure Shell protocol for a network that allowsrago open a window on a local PC and
connect to a remote PC as if they were preseheaieimote.

SSID (Service Set Identifier):A name that identifies a particular 802.11wireleAdN.
Standing Wave Ratio—S&NR.
Supervisory Control And Data Acquisition—S8€ADA.

SWR—Standing Wave Ratio. A parameter related to the ksetween forward transmitter pow-
er and the reflected power from the antenna systesma. general guideline, reflected power
should not exceed 10% of the forward poweR(1 SWR maximum).

Telnet—A terminal emulation protocol that enables anrimét user to communicate with a re-
mote device for management activities as if it weoally connected to a PC.

Terminal Server—An available feature on the radio which encapsslaerial data from the
COM1/COM2 ports, and sends it over the air as Bkeis. The data is decapsulated at the re-
ceiving end and routed to the appropriate COM ports

Transparent Mode—A mode in which payload data remains unchangea its original format
when it is sent over the air. A radio in this masleaid to be “transparent” to connected equip-
ment at each end of a link.

TX—Abbreviation for “Transmit.” See also RX.
VLAN —Virtual Local Area Network
WAN —Wide Area Network

X710—The generic name for GE MDS legacy transceiverfaproducts, including the MDS
9710 (900 MHz), MDS 4710 (400 MHz), 2710 (200 Mtdnd MDS 1710 (100 MHz).
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IN CASE OF DIFFICULTY...

Our products are designed for long life and trotit#e operation. However, this equipment, as with
all electronic equipment, may have an occasionapmment failure. The following information will
assist you in the event that servicing becomesssecg.

TECHNICAL ASSISTANCE

Technical assistance for GE MDS products is avilibom our Technical Support Department dur-
ing normal business hours (8:30 A.M.—6:00 P.M. &astTime). When calling, please give the com-
plete model number of the product, along with acdpson of the trouble/symptom(s) that you are
experiencing. In many cases, problems can be redaver the telephone, without the need for re-
turning the unit to the factory. Please use on@ffollowing means for product assistance:

Phone: (585) 241-5510 E-Mailgemds.techsupport@ge.com

FAX: (585) 242-8369 Webwww.gemds.com
REPAIR SERVICE

Component level repair of this equipment is nobremended in the field. Many components are
installed using surface mount technology, whichunexs specialized training and equipment for
proper servicing. For this reason, the equipmeatilshbe returned to the factory for any PC board
repairs. The factory is best equipped to diagnegmir and align your unit to its proper operating
specifications.

If return of the equipment is necessary, you mbgdia a return authorization number before ship-
ment. This number helps expedite the repair sothi@a¢quipment can be returned to you as quickly
as possible. Please be sure to include the nunmoirecoutside of the shipping box, and on any cor-
respondence relating to the repair. No equipmelhteiaccepted for repair without an authorization
number.

Return authorization numbers are issued onlivevat.gedigitalenergy.com/Communications.htm
On the left side of the page, click “Login to my idDand once logged in, click “Service Request
Order”. Your number will be issued immediately aftee required information is entered. Please be
sure to have the model number(s), serial numbetésdiled reason for return, “ship to” addressl| “bi
to” address, and contact name, phone number, amiLifaber available when requesting a number.
A purchase order number or pre-payment will be iregufor any units that are out of warranty, or
for product conversion.

If you prefer, you may contact our Product Servidegartment to obtain an authorization number:
Telephone Number: 585-241-5540
Fax Number: 585-242-8400
E-mail Address: gemds.productservices@ge.com

The radio must be properly packed for return tofflegory. The original shipping container and
packaging materials should be used whenever pesgibbifactory returns should be addressed to:

GE MDS, LLC

Product Services Department

175 Science Parkway

Rochester, NY 14620 USA
When repairs have been completed, the equipmehbevileturned to you by the same shipping
method used to send it to the factory. Please fypégiou wish to make different shipping arrange-
ments. To inquire about an in-process repair, yay oontact our Product Services department using
the telephone, Fax, or E-mail information given\abho

REPLACEMENT PARTS

Many spare and replacement items are availablpuiathase by contacting your factory sales repre-
sentative, or by visiting our online storehdtp://store.gedigitalenergy.com/front.asp
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